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WNYRIC Standards Committee Meeting Minutes
August 12, 2015--Noon-3:00 p.m.
Face to Face at E1B Education Campus

In Attendance:

Jan Mathis (WNYRIC-Chair) Kyle Lyon (WNYRIC)

lann Miller (Erie 1 BOCES) Chuck Marzec (Jamestown)
Mike Murphy (Forestville) Bob Spino (Erie 2 BOCES)
Sheldon Soman (ON BOCES) Doug Prince (E2 BOCES)

Ron Ternowski (WNYRIC) Rob Morgan (Pioneer CSD)
Mike Taylor (WNYRIC) Brian Richards (Medina)

Ron LaVere (Cheektowaga/Vice Chair) David Brace (WNYRIC)

Marty Wende (Kenton UFSD) Chris Gyr (Genesee Valley CSD)
Shelayne Wise (Hammondsport) Carol Barber (WNYRIC)

Gail Tremblay (GST BOCES) Terry Caleb (WNYRIC)

Chris Siniscalchi (WNYRIC) Valerie Winegarden (minutes)

Noon-12:30 Lunch
12:30-1:00 Introductions/roundtable

Jan Mathis called meeting to order at 12:30 p.m.
Administrative Items:

1. Approval of the May 6 meeting minutes:
e Jan asked if there were any questions or concerns from the meeting minutes from
May 6, 2015. There were none.
Bob Spino made the motion to accept meeting minutes and it was seconded by Mike Murphy. The
motion passed unanimously (13 yes/0 no).

2. Review proposed future meeting dates/locations:
e Wednesday, November 18, 2015 from 1-3 PM (via DL)
e Wednesday, February 10, 2016 from 1-3 PM (via DL)
e Wednesday, May 4, 2016 from 1-3 PM (via DL)

3. Membership updates for 2015-16:

e Membership changes: None

e Draft meeting minutes should be shared within your designated regions.

e Review of WNYRIC Standards Committee Charter (responsibilities)
Marty Wende made a motion to change section Il. Authority; under letter B. from The Co-Director,
Technology Services, to read A member of Technology Services Leadership team and update the
same title under section Il1l. Membership; under letter E. to read Member of Technology Services
Leadership Team instead of Co-Director, Technology Services. Chuck Marzec seconded the motion
and the motion passed unanimously (13 yes/0O no).

4. Category Review Dates for 2015-2016:

Computers — November 2015

Communications Equipment — August 2015
Internet Browsers — February 2016

NIC Cards — February 2016

Operating Systems — November 2015

Plotters — February 2016

Printers — August 2015—tabled until November
Scanners — August 2015

Servers (Standard) — November 2015
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10. Servers (SAN) — August 2015—tabled until November
11. Software — November 2015

12. Server Back Up — August 2015

13. Virtualization — August 2015

14.VolP — November 2015

15. Video Conferencing- November 2015

16. Network Optimization- February 2016

17. Tablet Devices- August 2015—tabled until November
18. End Point Management- August 2015

19. UPS — August 2015

Discussion/Information Items:

5. Multiple vendors vs niche/support discussion (Ron T./Kyle L./Chris S.)

Networking team is concerned about performance and support for multiple vendor products. With
Smart Schools Bond Act, an increasing amount of vendors are approaching school districts with
new products. The WNYRIC wants to ensure that appropriate support along with security is
provided to our school districts. It’'s becoming increasing difficult for our WAN Senior Network
Engineers to support different and specialized platforms of products. Discussion continued on
how the committee should review and discuss how things are categorized and desighed regarding
switches and other products on the Standards list. Need to keep cost of maintenance in mind in
support of multiple vendor products. Categorize by feature sets makes sense but may require
additional support from WNYRIC specialists. The original concept was when interest from 2 or
more districts and it provided a niche a product was reviewed by the Standards committee. A lot
of times cost would be the niche. The WNYRIC thrives to protect districts from make decisions on
equipment that can be supported and making things easy for everyone. Need to look at hardware
and software user interface. Sometimes products get added based on cost. Do we consider having
at least interest from more than 2 districts and across 2 different regions for a POC to occur? Do
we conduct a survey based in interest of a product by 2 or more districts to investigate interest in
other regions? Should CORE equipment be reviewed differently? An option would be to require a
cost analysis included in POC to investigate how the cost of service changes or increases.

Will discuss further next meeting in November. Jan and Ron will work on list of CORE category
groups for review at the November meeting. An email will be sent to the Committee next week
for input.

Update from Erie 2 Meraki switch trial (Bob S./Doug Prince)

o Did POC; has issues with putting on the Core. Is up and running.

o Put Layer 2 and layer 3 switches on the edge. Support failed optic is not supported by
vendor. Was easy to use. Puts more control in districts hands and make little day to day
changes and alleviate load on technical staff. Does not support multi cast. Meraki sends an
email when a configuration change occurs.

0 Also tested Cisco switch at Ashville center and could not get them to work.

0 Reporting shows trends and PC agent.

o Fredonia went pretty good. Minor issue with Lightspeed. Has nice interface. Advanced level
of configuration is not there; pretty basic. Router perspective is limited. Some concerns on
the hardware side. Will follow up for another update in November from Chris S.

6. Broadband updates (Ron T.)

Time Warner contract signed.

Rollout in mid to end of September; Will not cut over until after school starts.

TW visited most districts for design planning of new equipment.

Will cause an outage for about an hour unless there are other issues.

Testing will be conducted on new equipment.

Moved DR center site from Kenton to Victory Technology Center in Lackawanna. DR path is
currently down until we cut over to new TW broadband.

TW will utilize old and new fiber. New fiber can be cut over with old fiber in place.
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e Fail over stand point will go directly to local TW facility.

e Recommendation for redundancy/fail over for phones and increased bandwidth is to see what
each district has access to. It's a one off conversation. This discussion should be started with the
Broadband sub-committee and at the regional technology coordination meetings. Will ask Susan
Melancon to investigate with e-rate piece regarding wording of service (load
balancer/redundancy) as part of Smart School Bond Act.

Action Items:

7. Follow up from Brian Richards on Papercut MF printer (on hold until November 18 meeting)
e Purchase order went in yesterday so is not installed and have not been able to do any
testing/piloting.

8. Category review:
e 17. Tablet Devices (further discussion tabled from November meeting)
Ron LaVere made a motion to remove Jill Holbrook’s name from the comment section of category
17. Tablet devices and replace it with Jan Mathis’ name. The motion was seconded by Bob Spino
and carried unanimously (13 yes/0 no).
e 8. Scanners (tabled from May meeting)
o No changes
e 13. Virtualization (tabled from May meeting)
o No changes
e 18. End Point Management (tabled from May meeting)
o No changes
e 19. UPS (tabled from May meeting)
o No changes
e 2. Communications Equipment
o No changes
e 7. Printers (tabled until November)
o Will update current bid #B15-DP0520 in the comment section of printers
e 10. Servers-SAN
o No changes
e 11. Software
o No changes
e 12. Server Back Up
o No changes
Rob Morgan made a motion to table review of categories 17. Tablet Devices and 7. Printers to the
November meeting and to update Erie 1 BOCES bid number in comment section of Printers to read
B15-DP0520. The motion was seconded by Marty Wende and carried unanimously (13 yes/0 no).

Marty Wende made the motion to adjourn at 3:05 PM; Sheldon Soman seconded the motion.

Respectfully submitted: Valerie Winegarden





The WNYRIC Standards Committee Motions
August 12, 2015

Below are three (3) recommendations from the WNYRIC Standards Committee meeting
held on August 12 2015 for WNYRIC Advisory Council action:

Motion 1: Marty Wende made a motion to change section Il. Authority; under letter B.
from The Co-Director, Technology Services, to read A member of Technology Services
Leadership team and update the same title under section Il1l. Membership; under letter
E. to read Member of Technology Services Leadership Team instead of Co-Director,
Technology Services.

Seconded by: Chuck Marzec

Vote results: 13 yes/0 no (unanimous)

Motion 2: Ron LaVere made a motion to remove Jill Holbrook’s name from the comment
section of category 17. Tablet devices and replace it with Jan Mathis’ name.

Seconded by: Bob Spino

Vote results: 13 yes/O no (unanimous)

Motion 3: Rob Morgan made a motion to table review of categories 17. Tablet Devices
and 7. Printers to the November meeting and to also update Erie 1 BOCES bid number in
comment section of Printers to read B15-DP0520.

Seconded by: Marty Wende

Vote results: 13 yes/0 no (unanimous)

Advisory Council approval requested at this time
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WNYRIC Advisory Council Meeting
May 29, 2015 - 11:30 a.m. - 1:45 p.m.
Erie 1 BOCES, 355 Harlem Road, West Seneca Room A2
DL Sites Erie 2 LoGuidice Room 1, CA Olean DL Room, ON DL Room at Tech Center, GST Hornell HS DL

Attendees:

Room

Barb Mocarski /E1B/WNYRIC (Executive Director)

Bob Spino/E2CC BOCES (Assoc.Director. Tech & Inst.)

Carol Barber/E1B (Deputy Supt./COO)

David O’Rourke/E2CC BOCES (District Supt)

Danielle O’Connor/Frewsburg CSD (Supt.) (Arrived
at 1:00)

Eric Lawton/West Valley CSD (Supt) (Arrived at 1 :00)

Glenn Niles/Arkport CSD (Superintendent)

Greg Woytila/North Tonawanda City (Supt.)

Jan Mathis/WNYRIC (Associate Director)

Jean Rexford/WNYRIC (CSR)

Jeffery Hazel/Niagara Wheatfield (Director
Instructional Tech & Learning)

Jennifer Lilly/WNYRIC (CSR)

John Montesanti/Wilson CSD (Bus. Admin)

John O’Connor/E2CC (Asst. Supt. Mgmt Services)

Julianna Sciolino/WNYRIC (Assoc. Director)

Karen Cuddy-Miller/Grand Island CSD (Asst. Supt. of Curr
& Inst.

Lynda Quick/CA BOCES (District Superintendent)
(Arrived at 1 :30)

Maria Sommerfeldt/Depew UFSD(Dist. Tech Coord.)

Maureen Donahue/Southwestern CSD
(Superintendent) — Chair

Mike Graf/CA BOCES (Tech Director)

Michelle Okal-Frink/WNYRIC (Assoc.Director)

Margaret Munson/GST BOCES (Asst. Superintendent)

Mike Pavlock /Scio CSD (Tech. Coord)

Patrick Flaitz/Hornell City (Business Manager)

Patricia Hartigan/ON BOCES (Business Official)

Paul Cone/Canisteo-Greenwood/Technology
Coordinator

Rosanne Huffcut/WNYRIC (Assoc Director)

Tim Mains/Jamestown City (Superintendent)

Taweepon Sminiski/Akron CSD (Associate Director
of Special Education & Education Services

Absent : Anthony Day/Sweet Home CSD (Superintendent), Brian Russ/East Aurora USFD (Superintendent)
Christopher Smith/Bath CSD (Technology Coordinator),Clark Godshall/ON BOCES (District Supt), Don
Skotnicki/E1B (Supervisor Inst.Tech),James Frame/GST BOCES (District Supt), Jim Fregelette/E1B (Exec. Dir.
Finance & Inf. Systems),Jason Smith/Lyndonville CSD (Superintendent),Joe Steinmetz/ON BOCES (Asst.
Superintendent),Maureen Taylor/WNYRIC (CSR),Mary Beth Genovese-Scullion/Tonawanda City (Asst. Supt of
Curr. & Instruction), Mike Watson/Allegany Limestone CSD (Bus.Off.), Rich Calkins/Alfred Almond CSD
(Superintendent), Tim Clarke/CA BOCES (Professional Development),Tim Cox/CA BOCES (Director,

Instructional Support Services)

1. Administrative Items:
O Call to order

0 Advisory Council meeting was called to order at 12:00 p.m. by Maureen Donahue.
0 Maureen wanted to thank everyone for the last 5 years. It has been a pleasure working with the

WNYRIC staff.

O Maureen thanked Barb for all her work.






O Maureen Donahue - Roll call

(0]

Introductions were made by region.

Nominations for Leadership for 2015-2016

(0]

(0}
(0}

o
o
o

Chair — Karen Cuddy-Miller nominated Greg Woytila, seconded by Patrick Flaitz. Greg accepted
the nomination

No other nominations for Chair

Vice-Chair — Greg Woytila nominated Karen Cuddy-Miller, seconded by David O’Rourke. Karen
accepted nomination

No other nominations for Vice Chair

Both were voted in with no votes in the negative.

Congratulations and welcome to both Greg & Karen

0 Minutes of March 19, 2015

(0}

Maureen asked if there were any questions/corrections regarding the minutes of March 19,
2015 and there were none. Greg Woytila made the motion to accept the meeting minutes; Tim
Mains seconded the motion. The minutes were unanimously accepted (20 yes/0 no/0 abstain).

O Approval of May 29, 2015 agenda

(0}

Maureen asked if there were any questions/corrections/additions regarding the agenda for
May 29, 2015 and there were none. Carol Barber made the motion to accept the agenda
seconded by Greg Woytila. The agenda was unanimously accepted (20 yes/0 no/0 abstain).

2. Reoccurring Topics:

0 Time Warner Contract - Carol Barber on behalf of Jim Fregelette

(0]

O O OO

Carol Barber spoke in Jim’s absence. A memo was sent out on May 29" informing Advisory
Council members that the Time Warner Contact had been signed

Contract includes protection from increases in monthly charges due to service charges and fees
Ensures that the network is private and secure

Ensures that the network meets certain standards in quality, speed and overprovisioning

The contract provides “Funding out clause” for all reoccurring costs. Districts that decide to
leave before five years may be liable for non-reoccurring costs, such as construction costs.
Those costs would be outlined when the district notifies WNYRIC of the intent to drop. Any
other ramifications for services provided would be discussed at that time as well.

Includes language to require WNYRIC to certify if more than 10% of the traffic is considered
“interstate” which then requires Time Warner to pay Universal Service Fund (USF) charges.

In participation the estimate was $1500. The final amount will be $1700, this amount still will
be eligible for BOCES aid and Erate and includes new equipment, build costs and all taxes and
USF fees. This will be communicating to all districts and BOCES. TW will move forward with
construction and connections and progress will be communicated by Ron Ternowski to districts
and BOCES.

0 WNYRIC Broadband Presentation — Ron Ternowski

(0}

o
o
o

Guaranteed deliverables

Ability to increase beyond 1gb per district. No price break for multiple gb
Reduce distance of “last mile” of fiber

Time Warner is adding new managed equipment in each district
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Response time should improve

Increased redundancy with the new DR site

District firewall, perimeter firewall, and broadband switches are all included in the broadband
fees

0 Solarwinds — Ron Ternowski

(0]

O O O0OO0Oo

Training has been held for the following:

=  GST, ON, Erie 2, Erie 1 — GST & E2 were done remotely

= CA BOCES will be determined
Guidance document shared and explained
All districts have accounts created
All custom reports have been explained
Web interface explained and explored
WNYRIC Broadband Utilization on the WNYRIC network the Friday before Memorial Day --
20.32% was for Netflix. Districts can dig deeper themselves. Carol cautioned that Netflix
individual account use in classrooms past allowable educational “clips” violates copyright and
should be discussed at the district level.

0 Technology Planning — Michelle Okal-Frink on behalf of Jim Fregelette

o
o

O O OO

Jim has presented the same information to Business Officials

Changes in Erate and passing of the Smart School Bond Act made planning for technology
purchases more important than ever

Districts will want to ensure that they leverage the different funding sources

Allocation of funding has already been defined

Smart Schools allocation does not have to be used by a certain date

Planning for technology projects should be multi-year with expected replacement period
defined

O Smart Schools Bond Act — Michelle Okal-Frink

(0]

O OO0 O0OOo

@]

Technology Survey should be open on June 15th

Districts will need to submit a Smart Schools Investment Plan

Districts must also submit data related to their technology Plan Survey

Districts must submit plans to the RIC for review by July 27, 2015

Upon the RIC’s review, NYSED approves districts’ plans in October

Investment Plan Process—Draft Plan, Post Plan, Hearing, Local Approval, Review Board
Approval

The WNYRIC has the ability to assist districts in their planning through a Smart Schools Planning
Service

Inclusion of Nonpublic Schools—upon request school districts must loan at no charge
technology obtained as part of the Smart Schools Bond Act to children attending nonpublic
schools located within their district boundaries

New talking points for constituency groups were added: Leaving aid on the table?

Spend on technology purchases will be able to do that it will be like we did the Microsoft
Voucher Program

Reimbursement form will be posted to the SED website. Reimbursement should be 90 days in
most cases





O Education Law 2D — Michelle Okal-Frink

(0]

(0]

(0]

Required contract language for the consortium contract is now in all Erie 1 BOCES/WNYRIC
contracts

ON & Erie 1 have the contract language included in the Distance Learning contracts since they
are in the statewide DL consortium contracts that Michelle negotiates.

The Chief Privacy Officer still has not been hired

0 Data Privacy — Rosanne Huffcut

o
o

o
o
o

David Scalzo is the lead trainer

The recommended training is being reviewed by SED, once approved the training document will
become live

All WNYRIC staff members will be trained in the month of June

All RIC's across the state also will need to train their staff

Data Security training materials will be available to schools to provide their own training or
training may be scheduled with CSLO staff

0 Technology Survey Tool — Michelle Okal-Frink

(0}

O O 00O

100% attendance for the Tech Survey Tool planning meetings
Aware of their requirements and deadlines
Districts are sending in their completed forms
Plan to Michelle by July 27" to be certified
WNYRIC did a cheat sheet so that districts were able to fill in Section C on page 4
Model School Facilitators are as follows:
e Rick Weinberg & Lauren Stuff — CA
e Theresa Gray & Marcy Sweetman — Erie 2
e Sean Christopher & Rob Miller — Erie 1 & ON
e Linda Perry & Matt Middlebrook - GST

O EES Licensing — Michelle Okal-Frink

o

March 1 EES Licensing have already be renewed districts received a form to check off the FTE
counts we receive quotes from Dell

5 downloads of 365 if they want to move to that direction they need tocontact the WNYRIC
Permission forms were sent to the superintendent for permission for whitelisting domains
Google & Office 365 for Regional Directory a pilot program is being done at Wilson. With
google there is only 1 regional directory. Regional Directory syncs into the cloud. Would
automatically sync. This would make it easier. We would need to go back to the districts to
make sure that the districts would be okay with their information being in the cloud. It was
mentioned that all email addresses are already public. Staff would need to be trained.

Cost has not yet been determined.

Existing Lotus/Exchange districts will need to be notified of any plan to include addresses in the
cloud.

3. New Business:

O Current 2014-2015 793 Plan Highlights--Associate Directors highlighted the following:
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o

1.2 Continue to implement Disaster Recovery initiatives for our Tier 1 applications and continue to Tier
2 based on time of recovery:
O Initial planning meetings with SUNY ITEC are taking place for July 2015 implementation
0 Moving out of Kenton at the end of June and moving to Victory Technology Center
O Finalized contract details with SUNY ITEC will be completed by the end of May 2015 for a
planned installation beginning July 2015.

4.3 Utilize centralized End Point Device Management Solutions to reduce “sneakernet” and optimize
instruction:
0 Currently testing JAMF for Mac Solution in a centralized enterprise environment
4.5 Investigate private and public cloud solutions:
0 Cloud Workspace management service has been created to facilitate secure onboarding of
accounts to 0365 and Google
7.4 Provide enhanced services in response to emerging customer needs:
0 3-8 assessment reports targeted to be available by July 1, pending availability of test data
provided by SED
0 eSchoolData has released their new GURUBoards, allowing districts to combine data from eSD
and third party systems.
0 A new service is being developed to provide automated data integration between the SMS and
other systems that include student and staff data.

2014 - 2015 Statewide RIC Goals update — Rosanne Huffcut
0 Statewide goals were posted to the Wiki. There were no questions regarding them.

Standards Committee Minutes and Resolutions (Jan Mathis):

Below are three recommendations from the WNYRIC Standards Committee meeting held on May 6,
2015 for WNYRIC Advisory Council action:

Motion 1: Chuck made a motion to add comment under Cisco Meraki Cloud Managed Switch Gear
under category 2. Communications Equipment; sub category Routers/Switches to consult with
WNYRIC WAN Senior Engineer has to be consulted prior to purchase.

Seconded by Rob Morgan

Vote results: 13 yes/0 no (Unanimous)

Motion 2: Ron LaVere made a motion to add a sub-category of 3D printers to category 7. Printers and
list MakerBot and Airwold 3D under the new sub-category of 3D printers.

Seconded by Marty Wende

Vote results: 13 yes/0 no (Unanimous)

Motion 3: Ron LaVere made a motion to add Faronics Deep Freeze Cloud Connector to category 18.
End Point Management.

Seconded by Shelayne Wise

Vote results: 13 yes/0 no (Unanimous)

Advisory Council approval at this time. Motion to approve the (3) recommendations was motioned by Tim
Mains and seconded by Greg Woytila. The motion carried unanimously (yes 20/ 0 no/ 1 abstain)

Informational update:

(0}

2015-2018 793 Plan — Barb Mocarski
0 Received approval from SED for our updated 15-18 793 Plan
o0 Projects that were submitted this year will be funded by Erate
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0 PARCC pilot/Online Testing
0 Cuba Rushford Central School was the pilot district for the online testing. Carol shared a
document about their experience. Devices and kids were not the problem. Rooms, staffing,
extra iPads, set up time are suggestions to plan for when doing online testing.

Update on My Big Campus —

o Free through June 2016. Only existing districts can continue. No new subscriptions.

0 This gives you teacher dashboard, portal access to the tools. Districts for the 15-16 may have
removed the money for participation 765.00. Kathleen McDonald sent out a letter to see if you
still want to participate and participation will be adjusted based on decision to continue to cover
the data integration fee.

PowerSchool Status — Rosanne Huffcut
0 Status remains the same with same support staff on the vendor side and the WNYRIC side

Schoolwires — Rosanne Huffcut
0 Schoolwires has been purchased by Blackboard. Contacts are still there, no problems with
support

RTTT Funds —
o Still have 15 districts left to try to get their product next week. Thanks were extended by
Maureen Donahue and David O’Rourke for such a fast turnaround.

Round table with each region- Maureen asked if there were any questions/issues from each area:

O GST-None

0 CA- None

0O ON- None

0 Erie 1 —Several districts and BOCES have been approached regarding Cyber Insurance. David
O’Rourke had inquired about the coverage. Carol will reach out to David regarding his
question. Erie 1/WNYRIC is filling out the application and getting costs.

O Erie2-None

Next Meeting Date: Suggested Dates: September 24, 2015, December 17, 2015, March 17, 2016, May
27, 2016. These will be discussed with the new chair and co-chair.

Motion to Adjourn by Karen Cuddy-Miller Seconded by Maria Sommerfeldt at 1:45 pm

Respectfully submitted
Pat Hochadel






l. “Membership & Meetings:
A. The Western New York Regional Information Center Advisory Council shall be comprised of at least four and no more than six
Representatives from each of the five BOCES Regions in Western New York Joint Management Team:

Western New York Regional Information Center Advisory Council
Composition of Council per Charter Revision as of July 1, 2015

2015-2016

District Superintendent (or designee)

One component School District Superintendent
One School District Management Services User
Two School District Instructional Representatives
One Instructional Technology Representative

B. Each District Superintendent shall determine the method for selecting council members in their BOCES region. Council membership
should be finalized by the April meeting each year.”

Representative Cattaraugus-Allegany Erie 1 BOCES Erie2 CC Orleans-Niagara Greater Southern Tier
Category BOCES BOCES BOCES BOCES

District Lynda Quick Lynn Fusco David O’Rourke Clark Godshall James Frame
Superintendent District Superintendent District Superintendent District Superintendent District Superintendent District Superintendent
(Voting) 716-376-8254 716-821-7002 716-549-4454 1-800-836-7510 x 2201 607-700-2288

Lynda_Quick@caboces.org
Cattaraugus Allegany BOCES
1825 Windfall Road

Olean, NY 14760

lfusco@elb.or

Erie 1 BOCES

355 Harlem Road

West Seneca, NY 14224

dorourke@e2cch.org
Erie 2 CC BOCES
8685 Erie Road
Angola, NY 14006

cgodshall@onboces.org
Orleans Niagara BOCES
4232 Shelby Basin Road
Medina, NY 14103

jframe@gstboces.org
GST BOCES

9579 Vocational Drive
Painted Post, NY 14870

Designee for
District
Superintendent
(No vote unless the
DS is absent)

Timothy Cox

Director, Instructional Support
Services

716-376-8247
Tim_Cox@caboces.org
Cattaraugus Allegany BOCES
1825 Windfall Road

Olean, NY 14760

James Fregelette

Executive Director Finance &
Information Systems
716-821-7100
jfregelette@elb.org

Erie 1 BOCES

355 Harlem Road

West Seneca, NY 14224

John O’'Connor

Asst. Superintendent
Management Services
716-549-4454 x4031
joconnor@e2cch.org
Erie 2 CC BOCES
8685 Erie Road
Angola, NY 14006

Joseph Steinmetz
Assistant Superintendent
1-800-836-7510
jsteinmetz@onboces.org
Orleans Niagara BOCES
4232 Shelby Basin Road
Medina, NY 14103

Margaret Munson
Assistant Superintendent
607-739-3581 x1247
mmunson@gstboces.org
GST BOCES

9579 Vocational Drive
Painted Post, NY 14870

Component District

Eric Lawton

Anthony Day

Danielle O’'Connor

Jason Smith

Glenn Niles

Superintendent Superintendent Superintendent Superintendent Superintendent Superintendent
(Voting) 716-942-3293 x 307 716-250-1402 716-569-7040 585-765-3101 607-295-7471
elawton@wvalley.wnyric.org aday@sweethomeschools.org | doconnor@frews.wnyric.org jsmith@lyndonville.wnyric.org gniles@arkportcsd.org
West Valley CSD Sweet Home CSD Frewsburg CSD Lyndonville CSD Arkport CSD
5359 School Street 1901 Sweet Home Road 26 Institute Street 25 Housel Avenue 35 East Avenue PO Box 70
West Valley, NY 14171 Ambherst, NY 14228 Frewsburg, NY 14738 Lyndonville, NY 14098 Arkport, NY 14807
School Michael Watson Maria Sommerfeldt Maureen Donahue John Montesanti Richard Calkins
District Business Official Technology Coordinator Superintendent Business Administrator Superintendent
Management 716-375-6600 716-686-5066 Southwestern CSD 716-751-9341 607-276-2981
Services User mwatson@alcsny.org msommerfeldt@depew.wnyric. | mdonahue@swms.wnyric.org jmontesanti@wilsoncsd.org rcalkins@aacs.wnyric.org
(Voting) Allegany Limestone CSD org 716-484-1136 Wilson CSD Alfred Aimond CSD
3131 Five Mile Road Depew UFSD 600 Hunt Road 412 Lake Street 6795 Route 21

Allegany, NY 14706

5201 S. Transit Road
Depew, NY 14043

Jamestown, NY 14701

Wilson, NY 14172

Almond, NY 14804




mailto:Lynda_Quick@caboces.org

mailto:lfusco@e1b.org

mailto:dorourke@slcr.wnyric.org

mailto:cgodshall@onboces.org

mailto:jframe@gstboces.org

mailto:Tim_Cox@caboces.org

mailto:jfregelette@e1b.org

mailto:joconnor@e2ccb.org

mailto:jsteinmetz@onboces.org

mailto:mmunson@gstboces.org

mailto:elawton@wvalley.wnyric.org

mailto:aday@sweethomeschools.org

mailto:doconnor@frews.wnyric.org

mailto:jsmith@lyndonville.wnyric.org

mailto:rcalkins@aacs.wnyric.org

mailto:mwatson@alli.wnyric.org

mailto:msommerfeldt@depew.wnyric.org

mailto:msommerfeldt@depew.wnyric.org

mailto:mdonahue@swms.wnyric.org

mailto:jmontesanti@wilsoncsd.org

mailto:rcalkins@aacs.wnyric.org



Representative Cattaraugus-Allegany Erie 1 BOCES Erie2 CC Orleans-Niagara Greater Southern Tier
Category BOCES BOCES BOCES BOCES

School Michael Pavlock Mary Beth Genovese-Scullion Tim Mains Gregory Woytila (Chair) Christopher Smith

District Instructional | Technology Coordinator IAsst. Supt. of Cur. & Instr. Superintendent Superintendent Technology Coordinator
Representative 585-593-5510 716-694-7688 716-483-4420 716-807-3500 607-776-8046

(Voting) mpavlock@scio.wnyric.org mscullion@tona.wnyric.org Tim.o.mains@jamestown.wnyri gwoytila@ntschools.org csmith@bathcsd.org

Scio CSD
3968 Washington Street
Scio, NY 14880

[Tonawanda City Schools
100 Hinds Street
Tonawanda, NY 14150

c.org
Jamestown Public Schools

197 Martin Road
Jamestown, NY 14701

North Tonawanda City
175 Humphrey Street
N. Tonawanda, NY 14120

Bath Central School Dist.
25 Ellas Avenue
Bath, NY 14810

School District

Michael Graf

Karen Cuddy-Miller (Vice

Brian Russ

Jeffery Hazel

Paul Cone

Instructional Technology Director Chair) Superintendent Director of Instructional Technology Coordinator
Representative 716-376-8218 Assistant Superintendent for 716-687-2302 Technology & Learning 607-698-4225
(Voting) Michael graf@caboces.org Curriculum & Instructions bruss@eastauroraschools.org 716-215-3197 pcone@cgcsd.org
Cattaraugus Allegany BOCES | 716-773-8817 East Aurora Union Free District | jhazel@nwcsd.org Canisteo-Greenwood CSD
1825 Windfall Road karencuddy- 430 Main Street Niagara Wheatfield Central 84 Greenwood Street
Olean, NY 14760 miller@grandislandschools.org | East Aurora, NY 14052 School District Canisteo, NY 14823
Grand Island CSD 6700 Schultz Street
1100 Ransom Road Niagara Falls, NY 14304
Grand Island, NY 14072
Instructional Timothy Clarke Taweepon Sminiski Robert Spino Patricia Hartigan Patrick Flaitz
Technology Professional Development Director of Special Education Associate Director Technology | Business Official Business & Technology
Representative 716-945-2533 & Education Services and Instructional Technology | 716-731-6800 ext 2210 Director
(Voting) Tim_Clarke@caboces.org 716-542-5071 Resources phartigan@onboces.org 607-324-7634
Cattaraugus Allegany BOCES | tsiminski@akronschools.org 716-672-4371 x 2031 Orleans Niagara BOCES Patrick.flaitz@hornellcsd.org
1825 Windfall Road Akron CSD rspino@e2cch.org 4232 Shelby Basin Road Hornell City School
Olean, NY 14760 47 Bloomingdale Avenue Erie 2 CC BOCES Medina, NY 14103 25 Pearl Street
Akron, NY 14001 8685 Erie Road Hornell, NY 14843
Angola, NY 14006
At Large Donald Skotnicki
Representatives Supervisor, Instructional TBA
(No Vote Unless Technologies, Potter Road
Alternate 716-821-7366
for Voting dskotnicki@elb.org
Member) Erie 1 BOCES

355 Harlem Road
West Seneca, NY 14224

Michelle Okal-Frink
Associate Director —
Instructional Technology
Research & Innovation
716-821-7200
mokal@elb.org

Erie 1 BOCES

355 Harlem Road

West Seneca, NY 14224




mailto:mpavlock@scio.wnyric.org

mailto:mscullion@tona.wnyric.org

mailto:Tim.o.mains@jamestown.wnyric.org

mailto:Tim.o.mains@jamestown.wnyric.org

mailto:gwoytila@ntschools.org

mailto:csmith@bathcsd.org

mailto:Michael_graf@caboces.org

mailto:karencuddy-miller@grandislandschools.org

mailto:karencuddy-miller@grandislandschools.org

mailto:bruss@eastauroraschools.org

mailto:jhazel@nwcsd.org

mailto:pcone@cgcsd.org

mailto:Tim_Clarke@caboces.org

mailto:tsiminski@akronschools.org

mailto:rspino@e2ccb.org

mailto:phartigan@onboces.org

mailto:Patrick.flaitz@hornellcsd.org

mailto:dskotnicki@e1b.org

mailto:mokal@e1b.org



		Representative




http://nysdsp.org/ address for the Data Privacy and Security Website




http://nysdsp.org/




Microsoft Active Directory Best Practices

1. Microsoft recommends more than one domain controller to provide automatic failover
protection of the directory. When replication is working properly, a failed Domain Controller
will NOT prevent users from logging in. Virtualization can be used for the servers, however for
proper failover protection; Microsoft recommends not running multiple virtualized domain
controllers on the same physical hardware.

2. Access to domain controllers must be protected from physical and network access of
unauthorized personnel. Domain Controller traffic from outside a Protected Network should be
protected by being sent through an encrypted tunnel.

3. Time s critical to the Active Directory Domain Controller. The Primary Domain Controller
Emulator (PDCE) should be the only server in the Domain getting time from an external source.
All other Domain members should get their time from Domain Controllers, which get their time
from the PDCE.

4. Child Domains should not be used. Child Domains can complicate administration of AD and
should be avoided.

5. The Windows Domain Name Server (DNS) should be used. Windows DNS integrates easily with
AD, allowing Dynamic DNS (the automatic registration of host records for forward and reverse
lookup zones).

6. Services, such as File Services, DHCP, and Web Servers, should not be installed on Domain
Controllers. A service that needs to be restarted should not affect the Domain Controller. In
addition, some services create security flaws that can have an impact on the Domain Controller.

7. Backup of Active Directory is critical. Replication alone should not be depended on to be the
backup. Active Directory is a database that can become corrupted and the corrupt database will
replicate to the other Domain Controllers. In addition, if you delete a user or an OU, you can
restore it from your backup. A re-created user (even if she has the same name as the original
user) is NOT the same user to AD. If an AD user is re-created (as opposed to restored from
backup) all rights and permissions to the new user must be reassigned. This backup should
include the system state, not just data.

8. Active Directory has added the Recycle Bin feature for Forest Functional Level 2008 R2 and
above. The AD Recycle Bin helps minimize directory service downtime by enhancing the ability
to preserve and restore accidentally deleted Active Directory objects (users, groups, computers,
and entire OUs) without restoring data from backups. This feature MUST be turned on before
deleted objects can be recovered, it is not a default. After the Active Directory Recycle Bin is
enabled in the environment, you cannot disable it. When the Active Directory Recycle Bin has
not been enabled, objects are stripped down and marked Tombstoned. The garbage collection
process will delete these objects when the Tombstone Life Time has expired (180 days by
default). Restored user accounts automatically regain all group memberships and
corresponding access rights that they had immediately before deletion, within and across
domains.
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10.

11.

12.

13.

14.

15.

16.

17.

Microsoft Active Directory Best Practices

A naming convention should be used for users, groups, computers, printers, and shares.
Changing conventions (or having a loose convention) is confusing and error prone. Making mass
changes to existing conventions is tedious at best.

Use Active Directory to manage printers. The tools are built in to the directory software and
starting with Windows 2003 R2, users have the ability to install printers themselves without
having a technician come to their computer to do it for them (limited to those users who have
permissions to print to a particular printer).

Limit users to the rights and permissions needed to accomplish their tasks. Users should be able
to use the resource or not. They should not be expected to use the ‘honor system’ when it
comes to resources. Rights and Permissions are sometimes used interchangeably but they are
not the same.

e Rights: The ability to perform some action (for example, change system time or log on to a

server)
e Permissions: Access to a folder or file in the file system.

Use Active Directory Groups to assign Rights and Permissions. Assigning directly to users may
seem more intuitive at first, but as users change responsibilities, leave and/or join the
organization it becomes apparent why it is imperative to use Groups to manage user access.
Even if the group has only one member, it is still preferred.

User (and computers where applicable) should be made members of Global Groups. The Global
Groups should then be made members of Domain Local Groups. The Domain Local Groups
should be used to assign rights and permissions. Users can be members of multiple Groups.

Group Policies are applied to containers (Domains, Sites, Organizational Units (OUs)) but can be
filtered by Groups. For example, a Group Policy applied to the Students OU can be filtered to
allow only members of the Group named Class2013 to have the Policy applied to them. When
using Group Policies, avoid modifying the Default Domain Policy. Create another GPO (Group
Policy Object) at the Domain level, assign the appropriate Delegation, and use it. The Default
Domain Policy should be left to be used as a template.

Deny Permissions should not be used. Denying a User/Group Permission to a resource is, for the
most part, the same as not granting Permission. Allowing too many Users/Groups access to a
resource and then denying access to a few leads to unexpected results and makes
troubleshooting difficult.

Active Directory is a database and can be used to hold detailed User and Computer information.
It is best suited for information that does not change frequently. An example of a good
candidate for storing in Active Directory is the network address of a computer, which should
never change unless the network card is replaced. An example of a poor candidate for storing in
Active Directory is the currently logged on user, which might change hourly in a computer lab.

The depth of the OU structure of the directory should be no more than three levels if possible.
Too many levels can lead to potentially slow logons (too many Policy levels) and difficulty
troubleshooting.
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Microsoft Active Directory Best Practices

18. The use of ‘Generic User Accounts’ (userl, teacher, student, etc) should be avoided whenever
possible. Some use of ‘Service Accounts’ to automate backups or nightly processes is
unavoidable but should be restricted. The use of Managed Service Accounts (Server 2008 R2)
and Group Managed Service Accounts (Server 2012) is highly recommended. GMSAs function
like computer accounts — no need to change the passwords manually the system does that for
you. This is much preferred to using an account with “password never expires” set.

19. A home directory structure of one share point and each user’s Home directory inside
(staff\userid) rather than using a share for each user (userid) improves recovery. Both directory
structures will work, however share permissions are not saved or restored by backup programs
and in the event of a recovery/restore event, all user share permissions will need to be re-
entered. This could be time consuming depending on how many shares are impacted.

20. Maintain the Forest and Domain Functional Levels at as high a version as possible to be able to
take advantage of the new features come out in every new version upgrade.

21. If any of the replicated servers are available, staff can rebuild from the existing surviving server
rather than restore from a backup.

22. Recovery using Active Directory procedures is preferable and should be attempted before a
restore is attempted. For example, using the Recovery Bin.

23. Never attempt a restore of data older than the tombstone lifetime as it will cause
inconsistencies.
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Wireless Network Design Considerations

1.0 Overview

1.1 Introduction

In a wireless network design, there are several factors to consider. This
document is broken into sections to provide a series of questions for fact finding to
better address wireless design concerns.

The questions listed were primarily referenced in Gartner Research paper
G00171433 Toolkit: Technology Section of a WLAN RFP as well as Gartner Research
paper G001261303 Network Access for Guests or Contractors Requires More than an
Open Network Coffee-Shop Strategy and supplemented by conversations with
Gartner Fellow Tim Zimmermann and WNYRIC staff.

1.2 Document intention
e The intent of this document is to provide an overall questionnaire;
0 To aide a proper wireless network design
0 To elicit district input to design decisions,
0 To document the decisions the district chose,
0 And to provide a default answer in absence of district input.

e [tisimportant to understand this document is intended to solicit input and
design criteria to determine a proper solution based on the district
requirements. It is not intended to conflict with past recommendations as those
were developed with older technology and different design decisions.

e This is intended to be a “living” document, evolving with changing district
requirements and technology advancements.

2.0 The End-User Experience (this is the key to a successful design)
e Dictates what to install -
0 What users?
0 What devices?
0 That are doing what

2.1 User counts and type determination
e Who are the wireless users and what uses/applications will they need from
the wireless network?
0 l.e. Students, Teachers, Office Staff, Guests, Contractors, Vendors,
Facility, Support Staff, etc.
0 le.Internet, videoconference, VOWLAN, assessment testing, file
transfers, online testing, etc.
e Are there wireless units such as printers, control systems, cameras, MiDi,
Widi, TVs that will use the wireless network?
e What are the "lite client" devices (i.e.; Chromebooks, iPads, etc) and are
Cloud Applications to be utilized.
e What is the best estimate for growth in the next few years for both users and
capacity?
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Wireless Network Design Considerations

Default design without specific input
0 Plan that all students and staff will use the wireless network.
O Plan that visitors and guests will use a segregated wireless
network.
0 Plan for 3 or 4 devices per 1 user ratio.

2.2 Per-User Capacity Planning
e What are the current and potential applications and usage scenarios?
e What WLAN requirements are associated with each application?
e What is the peak, average, concurrent capacity or throughput is needed by
each type of user, in each application scenario?
0 Wave 1is now available, be aware that 802.11 ac wave 2 is scheduled
for ratification in fall 2015. Be aware that upgrade on Wave 1
equipment to Wave 2 might not be feasible due to the anticipated
minor performance increase moving to first rev of Wave 2.
e Configure QOS for Wireless VoIP. (How many VoIP devices)
e Configure QOS for Wireless Video. (What’s the video application).
e Configure correctly for all real-time applications.
Default design without specific input
O Plan on 5 Mbps per user concurrently.
» This means using 802.11n and 802.11ac wave 1 and wave 2
(pending) rather than 802.11g which only allows support 5
devices per AP at 5 Mbps.
» Reduce or dial down receive capability on beacon
= Beacon should be set to the lowest supported rate
» Lowest mandatory rate
o Turn off 1 & 2 mbps (supportonly 11+ mbps)
NOTE: D-tem setting is the beacon frequency not beacon rate
0 Configure QOS for Wireless VolIP.
» Use band select as opposed to load balancing - if density is
at 1 AP per classroom then you can use load balancing
configure as: up users to 20 and denies to 1
0 Ifusing 802.11ac - use 40 MHz wide channels to get full bandwidth
and 40MHz for N.
O Ensure channel scanning is off for all real-time applications - or
implement dynamically configuration of ARM if its supported
0 Coverage vs. capacity
» 5 mbps per user x4 devices each
O Many WLANs have been designed for "connection” and not for
“capability.” Designed for connections means capacity.
0 Coverage indicates clients are able to connect to the wireless
infrastructure, and, although the access point can transmit up to
54 Mbps in an 802.11g environment, the user may experience only
1 Mbps of raw throughput.
e Turn off 1 & 2 mbps (supportonly 11+ mbps)
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Wireless Network Design Considerations

2.3 Coverage Areas and Density

e Are there building diagrams? Are they dimensioned properly?

O Are there CAD/building material drawings that can be imported
into a design-planning tool? (use a base format of PNG or JPG)

0 Lacking the CAD drawings, are their other building diagrams
available in JPEG format for hand drawings?

0 Are the wiring closet locations and cable locations known,
documented, and marked appropriately on diagram?

e Where, when and for what purpose will the wireless network be used?

e How many users/devices will be using the wireless network in what
locations?

e Are there privacy and security Board Policies in place in the district
today, if so, what are these?

e s the district willing to invest in a predesign wireless site survey to
determine current coverage and availability?

e Will the district invest in a wireless site survey on an annual basis?

e Collect mounting location info - Permitted AP installation locations
(Ceiling or Wall or both). Determine mounting options per AP location.

Default design without specific input

O A full pre Site Survey is not necessary if planning a 1 AP per room
configuration. But location based surveys are recommended for use in
specific areas of concern; validating with spectrum analysis.

O The upcoming 2.5G (“MultiGig”) wired standard will allow of single
Cat5e or Caté6 runs per classroom. Plan 1 AP and 2 Caté6a cable drops
per classroom and office area for redundancy purposes.

0 AP’s should be ceiling mounted, unless specifically designed for
horizontal propagation.

0 Design Density based on 35 concurrent active clients per AP due to
sequenced usage in K-12 environments.

0 Purchase current technology - AC wave 1 or wave 2(not ratified as of
date of the document)

= ACwave 1- can handle 200 associations per AP - 50 to 75 of
pure web-traffic.

O Plan to support 500 or more client devices in large areas such as
auditorium, (design and build to capacity) cafeteria, gymnasium, and
athletic fields. Auditoriums should consider radio strength, but it is
less about radio strength and more about channel use. Depending on
environment Directional Antennas should help.

» 3-4to AP’s per Auditorium using 40 MHz wide channels
= 5+ AP’suse 20 MHz - avoiding DFS channels

O For super High Density areas consider directional antennas

» 30-60 degree antennas in a grid pattern on ceiling
= Use external directional antennas.
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Wireless Network Design Considerations

e Ifusing Omni-directional use 20 GHz as 20 Ghz channels
will increase service to everyone.
0 Each vender has multiple options for models of AP’s
= When price constraints are an issue planning for specific device
types for specific applications or areas.
*  Only run 3 channels of 2.4 no more
0 A postinstallation wireless site survey will be performed to audit and
remediate installation and provided as a "living document” to the
school district. This should be performed during school hours under
normal load conditions.
0 Schedule annual site survey at time of project completion.
O DO NOT use mobile AP’s such as AP on a mobile cart. It causes
interference and changes the wireless environment
O Purchase 5% additional AP’s units for design supplement and
testing.AP power level set to make weakest client (generally 15dBm as
this is the best case).2.4 Transaction Density
Default design
0 Transaction density will be determined by the client density and
user/application capacity needs.
0 Normally minimal considered need be applied in a 1 AP per
classroom design.

2.5 Definition of Types of Clients
0 What types of client devices will be using the wireless network? What type
of radios, antennae and transmit power is available in the clients?

0 Le.laptops, desktops, tablets, smartphones, VOWLAN handsets,
wireless network printers and scanners, security cameras, Wi-Fi
active RFID tags, MiDi, Widi, TVs.

0 What devices will be configured for 802.11b/g, 802.11a, 802.11n, and/or
802.11ac in what frequency ranges of 2.4 GHz and 5.0 GHz?
0 What type of devices should be denied from Wireless Access?

0 i.e.never an Nintendo DS

0 Areall “B” channel devices to be eliminated?

0 What can you eliminate in the 2.4 GHz spectrum?

O Are there currently AP’s on carts?

Default design without specific input
0 Plan for 15t and 2md Gen iPads, which have a single radio with the
weakest transmit power of most devices.
0 Don’t use mobile AP’s in a pure environment
O Match - power output to lowest power output client
= Consider 10 dBm but plan for max AP power level of 15dBm.
0 1 AP per class - unil and uni3 20GHz wide channels, 12+ Mps power at
15dBm Use dynamic channel selection to install then turn auto channel
selection off making them static.
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Wireless Network Design Considerations

O This will help eliminates roaming issues by making roaming very
deliberate.

0 Utilize and plan to migrate to the 5Ghz spectrum when possible.
(Ensure 5 Ghz spectrum is louder than 2.4Ghz spectrum).
* Run 5.0 at a higher power than 2.4
= ARM power levels at 12-15 for 5.0
= 24 -9-12dBm
» Assuming a 1 AP per room coverage model

0 Recommend 802.11 ac and eliminate 802.11b/g/a systems.

O Minimize all 802.11g systems and 2.4 GHz 802.11n if they can’t be
eliminated. (Even with non legacy equipment, clients can still
prefer 2.4 GHz. Designing for a louder 5 GHz space and leveraging
Client-Match technology will ensure optimal Client connection).

O Remove legacy data rates and raise beacon rate to support
mitigation of B

* Beacon rate should match lowest data rate!
* Rate to 11 meg to still support B for guest
» IfBis eliminated - go to 12 mbps

O Ensure client drivers and software are regularly scheduled and
updated to latest approved releases.

O Reduce max power to match weakest client

= 100 mW =20DBN

» jPAD is would be 13 to 14 dBn’s = 25 mW
* Recommend wiring any potential wireless units such as printers, interactive
learning devices, control systems, cameras, MiDi, Widi, TVs.

3.0 Environmental and Operating Conditions

3.1 Site Survey and Monitoring
e What is the environmental noise floor for the areas where the WLAN will be
installed for 2.4GHz and 5GHz?
¢ What is the signal-to-noise ratio policy for the district? Post-Surveys can be
completed to determine low SNR.
e Do any areas require special antennas?
e Has a spectrum analysis been done as part of a wireless site survey?
e What will be the ongoing plan for non-WiFi interference monitoring?
0 Term Clarification: Rogue AP Neighbors are interfering AP’s
0 Rogue implies the device is on your Network at the same time
0 District should have a policy that disallows HOT-SPOTS, and Rogue
AP’s - or Honey Pots (neighbors offering same SSID as district)
End point management should be implemented to control wireless network
space/ networks are accessed either through vender specific options or
GPO’s.
Default design without specific input
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Wireless Network Design Considerations

0 Use a signal-to-noise ratio of 25 dB (Depending on noise floor this
could be relatively low signal boundary)

0 Without a specific survey, design 1 AP per room

O Optionally, use Ekahau or AirMagnet planning tools for design.

O Consider IDS if the schools Rogue AP policies allow for rogue
devices.

O Provide a means to perform spectrum analysis and interference
monitoring both pre and post installation.

0 Use AP’s with built in function or use on-site probes

O Consider dedicated AP for dedicated spectrum analysis

0 End point management should be implemented to control wireless
network space/ networks are accessed either through vender
specific options or GPO’s.

O NOTE: Outside of placing an AP per classroom model, always
Survey using 5 GHz only with AP power levels of 15dBm and signal
boundary of -68dBm. For VoIP planning leverage the same as
above but -65dBm cell boundary.

3.2 Linking the WLAN Components to the Wired Infrastructure
e Isthere proper wiring to connect the proposed AP locations?
0 Will the wire support gigabit Ethernet?
0 Cat 6a cabling is recommended due to distance limitations with 10 Gb
throughput
e Plan on needed POE+ 30 Watts per port to power AP’s with AC Radio’s
e (Can the district provide clean and consistent power to the AP’s and PoE
switches?
e Isthere a need for dual wires to each AP to ensure future growth? Dual wires
to each AP is suggested
e Isthere a plan or process to put in new cabling if needed (capital project)?
e Are there other devices that require PoE as well, such as security cameras?
e (Can the design support the new standard for approx 2.5 GB over existing
cabling? (Cat5e will support 2.5G Ethernet at 100m distances).
e Is there a proper count and wiring design to show how many powered
devices will be in each wiring closet?
e Isthere aneed for wired areas that are high density and demand such as
AutoCAD labs?
Default design without specific input
0 Add enough switches to the project to provide minimally 24 port
PoE+ to each wiring closet. Watch for power allocation, it would be
beneficial to increase UPS systems.
O Recommend dedicated 2 Cat6a wiring drops to each AP.
* Dual Drops support multi-homing to controllers and
Redundancy
= Do not repurpose a desktop drop unless it is relocated.
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Wireless Network Design Considerations

0 Wiring drop must have female end to allow for 15’ service loop
(patch cable).

0 Without cabling plan the only option would be to identify if there is
an existing drop to the locations that can be used.

0 Allow for multiple ports in core of network with a minimum 4 port
Link Aggregation Group (LAG), recommend 2 x 10 GB between the
wireless controller and core network switches.

0 Assume the district has good and consistent power for AP’s and
PoE switches with UPS in every closet and generator backup.
Budget for 3 year life cycle on Batteries.

O Research Energy efficient standards like Energy wise as an option.

3.3 High availability
e What level of reliability should the infrastructure be designed to
accommodate?
e Isoverlapping coverage of adjacent access points required?
e Wireless controller redundancy with redundant power supplies is preferred
e Ifthere is a problem with the Ethernet cabling, is a wireless mesh, which
allows the access points to communicate to each other required?
e Are multi-homed access points required (i.e., be able to have primary and
second wired connections to different upstream switches)?
Default design without specific input
O Provide fully redundant controllers in HA mode (at a minimum a
standby controller to ensure a N+1 configuration)
= The Exception: if moving to controller less model where
redundant controllers are not needed because the
controller becomes a tool for configuration and changes
only, and would exist on a VM instance.
= This can be brick-backed and v-motioned as needed.
O Provide multi-homed AP’s PoE - as permitted by cabling and
manufacturer features i.e.: Active/Standby POE ports on AP.
NOTE: Cisco does not support multi-homing or ether
channel.
O Dual home AP’s to controllers using active/standby tunnels.

3.4 Maintenance and Repair
e What does the district desire for maintenance options?

0 Does the district want a same day or next business day replacement
contract, or will the district carry spare components?

0 Does the district have a maintenance plan to keep all wireless
network equipment and management components up to date for
software?

Default design without specific input
0 Provide same day replacement on controllers.
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0 Provide licensing of software updates on all components.

0 Do not purchase maintenance on AP’s.

0 Specifically inquire whether or not the AP’s have lifetime
replacements.

0 Lifetime Warranties - create the need to keep a database of SN of
AP and LIC activation code.

3.5 Network Management

Does the district want to manage the wireless network or does the district
wish to contract management?
Who is responsible in the district for maintaining MAC addresses of district
owned devices?
[s there a need for the Guest Network to be available after hours?
[s there a need for multivendor support?

0 Please identify all supported vendors.
Does the wireless network management application need to integrate with
the wired enterprise management strategy?
What is the district policy for rogue AP enforcement?
Does the district have a policy for working with AP’s from the neighborhood
and how it interferes with the wireless network?
How does the district want to identify and replace failed components?

0 Who should get alerts and provide diagnostics?
Does the district want to enable auto-tuning of the AP’s or should that
function be provided manually?
Does the district want historical trend and network usage reporting?
Does the district desire a post site survey to audit/remediate the design?

Default design without specific input

O The RIC will manage the system and perform all repairs.

O Build a network management system for district use, import
diagrams as available, and generate heat maps as capable
inputting building materials on the maps as possible.

0 Rogue AP’s will be identified and manually removed if on district
property. (Leverage vender specific tools such as “Aruba protect
SSID”).

0 Alerts will go to RIC and appropriate district personnel.

O The system will be set to ‘auto tune.’ during installation then
moved to auto-tune -off.

0 A post site survey will be performed and provided to the district.
Most manufactures have additional software to help facilitate
ongoing maintenance such as Airwave, VisualRF, or Prime
Infrastructure.

O Schedule annual review and possible site surveys as part of the
project.

0 Perform annual RF Health Check.
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0 Provide monthly Usage / client health reports.

3.6 Migration Strategy for Existing Mixed Networks
0 Review and Inventory Legacy clients and get a replacement plan
0 Are there legacy access points that will remain in service?
0 Isthere a desire to keep legacy system in different building?
0 Will the new solution manage the legacy AP’s?
0 Isitacceptable to have multiple management systems if needed?

Default design without specific input

O Replace all the existing AP’s and controllers to allow for a single
system; at a minimum segregate systems by building.

0 In dense environments - reduce power use 40 MHz wide channels,
enable uni-2 extended.

0 Inwave 1 AC use 20 to 40 MHz Depending on AP Deployment
Density (IE: AP per Classroom). Consider lowering to 20 MHz
Channels if you feel performance degradation. Tailor channel
design to environment

e 20 MHz for more users/less bandwidth
40 MHz for less users/more bandwidth
0 In Wave 2 AC - 160 wide for max bandwidth
*» Match N to AC - 40 MHz wide channels during transition

4.0 Network Services
4.1 Security and Authentication
e Because of rapid changes in Wireless Security and Authentication these
questions and recommendations will continue to change in near future.
e Does the district have a Certificate Authority?
e Radius Server should use a registered certificate from a well-known
authority. (Wild Card Certs can be used for Controllers or Guest Wireless)
e Does the district use Mobile Device Management?
e Will the client devices support WPA2-AES?
0 Are there clients that do not support WPA2-AES?
e Will the Extensible Authentication Protocol (802.1x) be used?
0 Isthe server infrastructure available to support EAP?
0 Does the recommended solution have an integrated RADIUS option, or
is an external server required?
O Are there any limitations associated with the supplicants that can be
used?
e Does the district have a policy in place to address BYOD and Guest access?
0 Isthere a VLAN structure that will support segregation by firewall and
routing segmentation for BYOD, Guest, and Internal devices?
e s a captive portal guest access solution needed?
0 Does the district require device registration for guest or BYOD access?

Wireless_Design_Criteria_v3.doc Page 9 of 13





Wireless Network Design Considerations

e Is posture checking and device interrogation/remediation desired (OS and
patch levels)?

e Radius with districts adding MAC addresses or WAN Senior Network
Engineers adding MAC addresses. Can these be uploaded from another
network system (DHCP)?

¢ What is the workstation level login for non-windows systems

e Consider integration with Content Filtering rule sets. This can ensure
filtering is effective and reflective of the district policy for students and guest

e Isthere a desire for rogue device/AP detection and remediation?

e Will the district get rid of pre-shared keys?

Default design without specific input
O Use WPAZ2-AES and disable TKIP.
Use 802.1x
Use registered certificates even if the district has a CA.
Reduce the number of SSID’s by implementing device profiling and
QOS prioritize as much as possible.
Understand that this technology is rapidly changing so a review
based on new technology is needed frequently during the planning
process.
0 Use NAC Authentication system (i.e. Identity Engines, ISE, Bradford,
ClearPass, Microsoft NPS)
= Identify the device ownership by MAC Address using an
Mobile Device Management (MDM) Solution
e ie.: Aruba exchange (Clearpass external interface to
other devices) to determine if device is registered
with MDM during login sequence (not mac address
based).
= Identify the user by district directory
» Leverage machine authentication for district windows
devices.
= Provide differentiated access for faculty over students when
using a district device. - using AD attributes
= Based on the following query do the following
* Route Guest Vlan to FW with minimum Student or Guest
Filtering (Or use venders NAC appliance’s built-in stateful
Firewall and role mapping for security)
= Use venders NAC appliance’s to exchange user identity to
supported content aware systems.
= Allow students owned devices to leverage same secure SSID
as school owned devices but restrict access based on
identity with role mapping.
= Use mac caching for guest access to ensure splash page
doesn’t reappear repeatedly. 6-12 hour cache.

O oo

@]
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Wireless Network Design Considerations

* Provide zero touch guest provision for easy guest access

with identity mapping.
= Provide differentiated access for contractor access.
» If supported leverage no more than two SSIDs.

Machine | Auth Encryption Key FW WS Filtering
Type from Login
District

District 802.1x WPA2 802.1x No AD Force
Owned - | (AD Enterprise Generated login of
Windows | Mach. non-

Auth) authorized

systems

District 802.1x WPA 2 Well No (3)? Force
Owned - | Or WPA2 | Enterprise Known login of
Non (Mac or or Key (2) non-
Windows | Single AD | Personal authorized

User) (1) systems
BYOD 802.1x WPA 2 Well Yes N/A Force

Or WP2 Enterprise Known login of

(AD or Key (2) non-

Mach. Personal authorized

Auth) systems
Guest Splash none none Yes N/A Default

Page with | Authentication | Generated

Auth.

System -

AUP
VolIP MAC on WPA 2 Well No N/A None

Wireless | Personal Known

Controller Key (2)

4.2 Advanced Network Protocols

e Is support Wi-Fi Multimedia for quality of service (QoS) needed?
e Is support of VoIP wireless handsets needed?

e s support for multicast frames needed?
e Do you leverage AppleTV’s or Chromecast devices for display mirroring?

e Are students allowed to use the AppleTV and Chromecast devices?

e Student/Faculty printing capabilities?
e Ifusing Video what video service is used?

Default design without specific input

Wireless_Design_Criteria_v3.doc
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Wireless Network Design Considerations

0 Enable Wi-Fi Multimedia (WMM) for Voice QoS and requirement
for 802.11N/AC

Enable Call Admission Control (CAC)

Ensure ability to control mDNS (Bonjour) traffic

Enable airtime fairness.

Enable broadcast/multicast suppression.

O o0OO0Oo

4.3 Location-Based Services

Are location-based services required?Do RFID Passive and Active Tagging

require additional costs?
What is the documented proximity to the asset that is needed?

Default design without specific input

0 Include location services, with accuracy within 5 meters
» Location is a factor of AP density and diagram accuracy

4.4 Unified Communications:

Wireless VoIP, are you considering vender specific solutions such as:
0 Channel scanning
0 Jabber
o Lync

Default design without specific input

0 Consider separate SSID for function specific device.
0 For multi-function devices - i.e. laptop doing video call consider
vender application awareness specific solutions.
Enable Wi-Fi Multimedia (WMM) for Voice QoS
Enable Call Admission Control (CAC)
Ensure ability to control MDNS (Bonjour) traffic
Enable airtime fairness.
» Enable broadcast/multicast suppression
= Use 5 GHz only with AP power levels of 15dBm and signal
boundary of -68dBm.

O 00O

NOTE: Outside of an AP per classroom model always Survey using 5 GHz
only with AP power levels of 15dBm and signal boundary of -68dBm. For
VoIP planning leverage the same as above but -65dBm boundary
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Wireless Network Design Considerations
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Data Security and Privacy Training

Best Practices for Protecting Data

Data Inventory

Address key questions with a data inventory: What systems do we have? What data do they store?
What reports and exports are available? Who are the users?

Designate a Privacy Officer

School districts should determine who is responsible for data management and privacy issues including educating
of staff, management and delivery of data, and maintaining agreements and contracts.

Email

Consider security and privacy issues related to everyday use of email. Senders no longer control information after
it is emailed. Do not send personal and sensitive information in email bodies or attachments.

Workstation and File Security

Lock workstations when not in use. Follow district policy and procedure on electronic and physical file storage
locations. Also follow district policy on using secure methods to transfer files (such as network drives for internal
transfers and SFTP applications for external transfers).

Created by the NYS RICs Data Security and Privacy Project Team






Data Security and Privacy Training

Best Practices for Protecting Data

Mobile Computing Devices - MCDs

Implement MCD policies and inventory data and equipment. Policy should include proper use and protection of
data on MCD'’s, breach notification policy and directions for employees in the event of a data breach.

Technical Issues

Assess technical procedures including perimeter defenses, LAN and WAN management, vulnerability, encryption,
patch and virus management, software updates, and crisis management.

Paper Copies

Keep paper copies secure. Consider whether printouts are really needed. Promptly retrieve printed copies, and
store copies securely.

Data Destruction

Destroy documents and files when no longer needed and minimize the amount of data retained. Data should be
removed in a way that renders it unreadable (for paper records) or irretrievable (for digital records). Require third
parties receiving PIl under the FERPA School Official Exception to destroy it when the relationship is terminated
or when no longer needed (whichever comes first). Also require third parties receiving PIl under other FERPA
Exceptions to destroy it when no longer needed.

Y O R K STATE

N E W
REGIONAL INFORMATION CENTERS

Created by the NYS RICs Data Security and Privacy Project Team







2015-2016 District Data Coordinator Meeting Schedule

September District Data Coordinator Meetings

Location Date Time Room Registration
Erie 1 BOCES Wed., Sept. 23, 2015 | 10AM-Noon | Room B2A/B2B Use E1B Events
Education Center Search Events;
355 Harlem Road Enter DDC
West Seneca, NY

Erie 2- Chautauqua- | Fri., Oct. 2, 2015 10AM-Noon | Board Room Use E1B Events
Cattaraugus BOCES Search Events:
Carrier Center Enter DOC
8685 Erie Road

Angola, New York

14006

Cattaraugus- Fri., Sept. 25, 2015 10AM-Noon | Rooms 2 and 3 Use E1B Events
Allegany-Erie- Search Events:
Wyoming BOCES Enter DDC
1825 Windfall Road

Olean, NY

Orleans Niagara Wed., Sept. 20, 2015 | 10AM-Noon | Room 3 Use E1B Events
BOCES Search Events:
4124 Saunders Enter BDC
Settlement Road.

Sanborn, NY

Greater Southern Tues., Sept. 22,2015 | 10AM-Noon | Webinar/Conference | Use E1B Events

Tier BOCES
Webinar/Conference
Call

Cali

Search Events:
Enter DDC

"December District Data Coordinator Meetings

Regisiration

Location Date Time Room
Erie 1 BOCES Fri., Dec. 18, 2015 10AM-Noon | Room B2A/B2B Use E1B Events
Education Center One Month Prior
355 Harlem Road to Meeting Date
West Seneca, NY
Webinar/Conference | Wed,, Dec. 2, 2015 10AM-Noon | Webinar/Conference | Use E1B Events
Call Call One Month Prior
to Meeting Date
Webinar/Conference | Wed., Dec. 9, 2015 10AM-Noon | Webinar/Conference | Use E1B Events
Call Call One Month Prior
1o Meeting Date
Webinar/Conference | Tues., Dec. 15, 2015 1PM-3PM Webinar/Conference | Use E18 Events
Call Call One Month Prior
to Meeting Date
Webinar/Conference | Wed., Dec. 16, 2015 1PM-3PM Webinar/Conference | Use E1B Events

Call

Call

One Month Prior
to Meeting Date






2015-2016 District Data Coordinator Meeting Schedule

March District Data Coordinator Meetings

Location Date Time Room Registration
Erie 1 BOCES Wed., March 2, 10AM-Noon Room B2A/B2B Use £1B Events
Education Center 2016 Erie 1 BOCES One Month Prior
355 Harlem Road to Meeting Date
West Seneca, NY
Erie 2- Chautauqua- | Fri., March 4, 10AM-Noon Board Room Use E1B Events
Cattaraugus BOCES 2016 One Month Prior
Carrier Center to Meeting Date
8685 Erie Road
Angola, New York
14006
Cattaraugus- Fri,, March 11, 10AM-Noon Rooms 2 and 3 Use E1B Evenis
Allegany-Erie- 2016 One Month Prior
Wyoming BOCES to Meeting Date
1825 Windfalt Road
Clean, NY
Orleans Niagara Thurs,, March 10, | 10AM-Noon Room 7 Use E1B Events
BOCES 2016. One Month Prior
4124 Saunders to Meeting Date
Settlement Road
Sanborn, NY
Greater Southern Wed., 10AM-Noon Webinar/Conference | Use E1B Events
Tier BOCES March 1, 2016 Call One Month Prior
Webinar/Conference -to Meeting Date
Call

5 fay District Data Coordinator Meetings

Location Date Time Raom Registration
Erie 1 BOCES Fri., May 13, 10AM-Noon Room B2A/B2ZB Use E1B Events
Education Center 2016 One Month Prior
355 Harlem Road to Meeting Date
West Seneca, NY
Webinar/Conference | Wed., May 11, 10AM-Noon Webinar/Conference | Use E1B Events
Call 2016 Call One Month Prior
to Meeting Date
Webinar/Conference | Wed., May 18, 1PM-3PM Webinar/Conference | Use E1B Events
Cali 2016 Call One Month Prior
to Meeting Date
Webinar/Conference | Fri., May 20, 10AM-Noon Webinar/Conference | Use E1B Events
Call 2016 Call One Month Prior
to Meeting Date
Webinar/Conference | Mon., May 23, IPM-3PM Webinar/Conference | Use E1B Events
Call 2016 Call One Month Prior

to Meeting Date







Data Security and Privacy Overview Meetings

Prior to each of the September District Data Coordinator (DDC) meetings, WNYRIC will be offering a 45 minute overview session about Data
Security and Privacy. Each session is scheduled from 9:00AM - 9:45AM and will be held in the same regional locations as each of the DDC
meetings.

The focus of each session is to provide an overview of topics related to data privacy and security including NY Education Law 2-d, additional laws
and regulations, best practices and online services. Participants will also be informed about resources available to districts including a
clearinghouse of materials created recently through a collaborative effort by NYS Regional Information Centers.

Session dates, locations and times are below.

Results 1 - 5 of 5.

Search within results for title or description containing: Data Security . Search

Action Event Title Start Date and Time Location

"E:: Data Security and Privacy Overv meeting via Sametime 9/22/15 Q22/2015 9:00 AM On-Line

*:;b Data Security and Privacy Overview meeting E1 9/23/15 0Q/23/2015 9:00 AM Erie 1 BOCES, Building B, Roorr
*:;b Data Security and Privacy Overview Meeting CA Boces 9/25/15 0/25/2015 9:00 AM CA Boces Building, Windfall Ro:
& Data Security and Privacy Overview Meeting ON Boces 9/20/15 Q/30/2015 9:00 AM Orleans-Miagara BOCES, 4124 ¢
& Data Security and Privacy Overview Meeting E2B 10/2/15 10/2/2015 9:00 AM Erie 2-Chautauqua-Cattaraugus

The On-Line Event Registration pages on the Erie 1 BOCES website will be used to register for these sessions. If you already registered or plan to
register for a DDC meeting, you will need to register separately for these sessions. This will help ensure adequate materials for each session.
Please feel free to share this information with others in your organization who may benefit from attending a session.

To register:
e Access the E1B Event Registration calendar page, using the URL below.
http://www.elb.org/TrainingWorkshops/RegistrationCalendarAll[E1B.aspx
Click on Search Events.
In the search box labeled “Search within results for title or description containing”, enter Data Security
A listing of the meetings will display as seen above.

e Click on the desired meeting date and follow instructions to register.




http://www.e1b.org/TrainingWorkshops/RegistrationCalendarAllE1B.aspx
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Cyber Insurance

Examples of Security Breaches

Scenario 1: Equipment — BOCES
Outside attack on system that gets through Erie 1 BOCES/WNYRIC firewall
(hacker), or our anti-virus software (which is patched regularly) does not stop an
attack.

Scenario 2: Equipment — District
A district’s firewall does not stop an attack, firewall updates and security patches
are not kept current.

Scenario 3: Employee — BOCES/District
An employee is surfing the web, doing on-line shopping, and their computer is
infected by a bot.

Scenario 4: Employee — BOCES/District
The Business Official leaves his laptop in his car; the device has a list of all
employees with social security numbers and salaries on it.

Scenario 5: Employee — BOCES/District
A Principal leaves a jump drive in their car and somebody takes it; the jump drive
contains specific information on the students in her building, including test
grades and addresses.

Scenario 6: Equipment - District/BOCES
A computer that is running in a Special Education classroom in a District with
Windows XP is left on; the computer has been used by a student for several
searches related to a project for Social Studies and it has not received any
security patches in over a year — it becomes infected by a bot.






WESTERN NEW YORK
REGIONAL INFORMATION CENTER
CHAPTER 793 PLAN
2015 - 2018

Progress Report as of September 24, 2015

Progress since last WNYRIC Advisory Council Meeting are in red ink and italics

Highlights of Progress Report:
Objective 1: 1.1,1.2,1.3,1.5
Objective 2: 2.1, 2.2,2.3, 2.6

Objective 3: 3.1
Objective 4: 4.5
Objective 5: 5.1,5.2,5.4,5.5,5.6, 5.7
Objective 6: 6.2
Objective 7: 7.1,7.2,7.3,7.4,7.5,7.6






appropriate.

Goal/Activities Needed to
accomplish objective

Timeline/Sta

rt End

793 Plan for 2015 - 2018
Objective 1: Provide a secure, robust, cost effective infrastructure at WNYRIC, in the cloud, as well as in the district as

Completion
Criteria/Evide
nce of
Progress

Completion Criteria/Evidence of Progress

Reported by

cost effective network security tools
for wide area network and local
area network security.

July 1, 2015 -
June 30, 2018

1.1 Continue to design, implement TS WAN The most flexible, cost effective resilient, redundant and robust internet and
and advocate for the most flexible, school district intranet network is in place.

cost effective, resilient, redundant, July 1, 2015 -

secure and robust bandwidth June 3’0 2018 New broadband is being implemented and should be complete by 1/1/2016.
(network connectivity) for each '

school district and BOCES through

competitive bidding practices

1.2 Continue to review and Infrastructure Continued enhancement of DR readiness for WNYRIC Tier 1 applications with
implement cost effective Disaster Teams DR cycle testing in place and Tier 2 applications DR readiness complete based on
Recovery and Business Continuity required time of recovery needs.

initiatives for applicable Tier 1 July 1, 2015 -

applications and continue to design June 30, 2018 Moved the DR site from Colvin to VTC. All equipment has been moved and is
DRBC strategies for Tier 2 operational at VTC.

applications based on time of

recovery needs.

1.3 Implementation of centralized, TS WAN Goal is realized as the most effective security measures are put in place on our

network based on recent or future network threats. These security measures are
implemented by WNYRIC network engineering staff in the local school districts,
as necessary.

Additional monitoring tools have been purchased and are being implemented.

1.4 Implement Change Management
to effectively communicate with end
users and staff regarding process or
technical changes to avoid downtime
or outages.
o] Configuration Management
o Release Management

July 1, 2015-
June 30, 2018

Change Management is in place and ITIL (Information Technology
Infrastructure Library) best practices are in place and communicated to the field.






Goal/Activities Needed to

accomplish objective

Completion
Criteria/Evide
nce of
Progress

Timeline/Sta
rt End

Completion Criteria/Evidence of Progress

1.5 Enhance how stake holders are
informed of bandwidth utilization
trends to better prepare and
implement optimization strategies to
optimize bandwidth availability

Reported by

Core Network

July 1, 2015 -
June 30, 2018

Reporting four times a year at Advisory Council, Standards, DL consortium, and
Technology Coordinators.

Collaborative meetings with BOCES partners.

Analysis of the reports and planning to incorporate optimization strategies is
available from WNYRIC technical teams.

Districts have online training available

1.6 Research, design and
implementation strategies are
shared to ensure a robust managed
wireless network is in place in
school districts and BOCES

July 1, 2015 -
June 30, 2018

The most flexible, cost effective resilient, redundant and robust centrally
managed wireless network is in place which can support the school district and
BOCES needs.

1.7 Enhance communication
methods to school district customers
to inform efficiently and effectively

July 1, 2015 -
June 30, 2018

Efficient and effective communication methods are in place and proven effective
through customer feedback.

1.8 Continue work with other
BOCES/RICs and districts to find
cost effective ways to deliver
internet bandwidth and network
security

July 1, 2015 -
June 30, 2018

Cost effective methods are in use by customers.






Objective 2: Continue to enhance instructional offerings under Common Set of Learning Objectives (CSLO)
Completion
Criteria/Evidence
of Progress
Reported by

Goal/Activities Needed to Timeline/Start
accomplish objective End

Completion Criteria/Evidence of Progress

2.1 Continue to provide new R & D Team New RFPs are released and awarded. All new and existing contracts have
offerings through the statewide incorporated the data and privacy information provided in Education Law 2d as
RFP process and ensure July 1, 2015 - well as the Erie 1 BOCES Parent Bill of Rights.
compliance with Education Law 2d June 30, 2018 RFPs released late June-STEAM, Social Studies & Global Citizenship
STEAM and Global Citizenship awarded at 9/9/15 BOE meeting. STEAM awarded
see 2.6 Global Citizenship award-New Global Citizens.
2.2 Provide online offerings as part CSLO & Model Online offerings are in place that support anywhere/anytime learning on the part
of the catalog offerings Schools of teachers. The RIC will continue to work with the local BOCES to provide
July 1, 2015 - resources for the school districts in the region.
June 30, 2018 Additional webinars listed include 0365 & google
PDhttp://www.elb.org/TrainingWorkshops/TechnologyIntegration/CSLO/Workshop
s/cslowebinars201516.aspx
2.3 Continue to investigate R & D Team Pilot Program implementation dates and follow up for the following topics:
emerging technologies and their Paperless Classroom Pilots
instructional uses and implications Windows 8

Chromebooks

Android — Google Play

iPads

July 1, 2015 - MDM

June 30, 2018 Cloud services for instruction
*QOther topics will be included as they emerge.

Windows 10
Robotics to 2.3
0365 & google trainings are taking place for districts that have completed on-
boarding with us.
2.4 Work with lead agencies CSLO & Model Compliant policies and regulations are promulgated.
develop and implement regulations Schools
to be in compliance Wlth all S_tate July 1, 2015 -
and Federal regulations — This
. June 30, 2018
includes the tech plan survey tool
as well as any necessary support
for the Smart Schools Bond Act
2.5 Collection of data that supports July 1, 2015 - CSLO & Model Data from program evaluations will be available.






Goal/Activities Needed to

accomplish objective

the impact of technology on
instruction and student learning

Timeline/Start | Criteria/Evidence

End

June 30, 2018

Completion

of Progress

Reported by

Schools

Completion Criteria/Evidence of Progress

Pilot Project research results will be available for individual districts
participating as well as overall information for the region. The location for this
repository will be provided.

Special research projects will be identified as needed by technology groups
throughout the region including the CSLO administrative groups.

2.6 Continue to investigate and
support Science Technology
Engineering, Arts and
Mathematics (STEAM) initiatives
throughout the region

July 1, 2015 -
June 30, 2018

New RFPs released and awarded. The RIC will continue to work with the local
BOCES to provide resources for the school districts in the region
STEAM RFP awarded 9/9/15 Contracts to follow.

Award:

iDesign

Dreambox

A+Educators

C8 Sciences

Brian Hurricane

eSpark

Ten Marks

Answer Pad

Teq

Blue Ribbon

2.7 Enhance communication
methods to school district
customers to inform efficiently and
effectively

July 1, 2015 -
June 30, 2018

Efficient and effective communication methods are in place and proven effective
through customer feedback.






Objective 3: Support anywhere/anytime secure cloud environments to meet district’s needs.
Completion

Goal/Activities Needed to | Timeline/Start | Criteria/Evidence ) . )
VI imetl ertartvi Completion Criteria/Evidence of Progress

accomplish objective End of Progress
Reported by

3.1 Investigate and support Secure cloud based solutions are in place and supported.

secure cloud based solutions jldlg/eléozozlo‘r)lg

for collaboration. ' Continued research on emerging technologies to stay current with district needs.
3.2 Continue to investigate and Additional appropriate technologies which may impact network inter-operability
communicate research results complexities are reviewed, proof of concepts conducted, and the technologies are

submitted for review and approval to the Standards Committee if appropriate.
Additional application services are offered and implemented.

of work completed related to
new technologies to provide
anywhere/anytime secure
access on any device for all
services, users and learners
3.3 Enhance communication R&D Team, Efficient and effective communication methods are in place and proven effective
methods to school district July 1, 2015 - Lifecycle Team through customer feedback.

customers to inform efficiently June 30, 2018
and effectively

July 1, 2015 -
June 30, 2018






Objective 4: Investigate and implement cost savings and optimization strategies to achieve sustainability in service offerings

Goal/Activities Needed to

accomplish objective

Timeline/Start | Criteria/Evidence

End

Completion

of Progress

Completion Criteria/Evidence of Progress

Reported by

4.1 Manage grants that All Services Grants are awarded, activities are complete and grant dollars received and
support or enr_lant?e the e_ntire July 1, 2015 - distributed.

WNYRIC region in relation to

. S June 30, 2018

increased efficiencies and cost

containment

4.2 Optimize services by July 1, 2015 - All Services Use of metrics for trends and growth are in place and utilized to optimize services
utilizing effective analytic June 30, 2018 offered and to improve end user experience.

tools.

4.3 Continue to offer robust, Life Cycle Team Centralized and cost effective end point device management solutions (SCCM
cost effective centralized and IBM Big Fix) are in place, reports reviewed and remediation measures are
remote access End Point implemented.

Device Management Solutions July 1, 2015 -

to reduce manual desktop June 30, 2018

support (sneakernet) and

optimize instructional time by

eliminating downtime.

4.4 Research and inform TS LAN Collaborative solutions are in place that continue to reduce the carbon footprint

districts and BOCES about
technologies that provide for a
greener environment

July 1, 2015 -
June 30, 2018

throughout the region.

4.5 Continued utilization of
inclusive Microsoft Active
Directory to aid in efficient
sharing of resources

July 1, 2015 -
June 30, 2018

Effective use of Microsoft Active Directory as the primary and secure
authentication source for account management to applications and resources on
the shared broadband network, and in the cloud, is in place for ease of use.

An additional 3 districts were added to the centralized shared (WNRYIC) based
Active Directory.

4.6 Implement regulations to
be in compliance with all State
and Federal regulations —
including any necessary
support for the Smart Schools
Bond Act

July 1, 2015 -
June 30, 2018

Compliant policies and regulations are promulgated.

4.7 Enhance communication
methods to school district

July 1, 2015 -
June 30, 2018

Efficient and effective communication methods are in place and proven effective
through customer feedback.






customers to inform efficiently
and effectively






Objective 5: Develop and provide data systems, processes and services in support of administration, accountability and or

instructional improvement

Goal/Activities Needed to  Timeline/Start

accomplish objective

End

Completion
Criteria/Evidence
of Progress
Reported by

Completion Criteria/Evidence of Progress

5.1 Support the process for
and data needed for interim
and online assessments

July 1, 2015 -
June 30, 2018

Student Services
Team

Data services for interim and online assessments are provided.
Student data is being shared via secure means and with district authorization to an
expanded list of assessment products.

5.2 Research and support new
data collection requirements

July 1, 2015 -
June 30, 2018

Data Warehouse
Team

Information, training and support for new data collection requirements are
provided.

District Data Coordinator meetings have been scheduled for the year. Information
regarding new data collection requirements is being shared at the meeting and via
email.

5.3 Provide data support for
the NYSED EngageNY Portal
as requested by school districts

July 1, 2015 -
June 30, 2018

Information, training and support for the NYSED EngageNY is provided

5.4 Provide expanded, more
inclusive data integration
service that encompasses all
offerings

July 1, 2015 -
June 30, 2018

Evaluate and provide a data integration service that encompasses the best process
based on the application requirements

Eleven districts are currently participating in data integration service. District
application needs and current methods have been evaluated and the best solutions
have been implemented or are in progress. Research on new methods and
improvements is ongoing.

5.5 Provide expanded data
reporting, as well as, support
programs that allow teacher
level access to appropriate
data

July 1, 2015 -
June 30, 2018

Expanded data reporting services are available..

Data Warehouse team has created a series of reports to show individual student
historical assessment performance, reports to show district progress or weakness in
addressing specific common core learning standards, and reports to show the effect
of student assessment refusals on ELA & Math 3-8 assessments.

5.6 Enhance communication
methods to District Data
Coordinators to inform
efficiently and effectively

July 1, 2015 -
June 30, 2018

Efficient and effective communication methods are in place and proven effective
through customer feedback.

A reminder email was sent to DDC’s regarding how to make changes to contact
information for our DDC list, updating contacts for NYSED, shipping address for
test scanning.

5.7 Incorporate data privacy
and security information into
service delivery

July 1, 2015 -
June 30, 2018

Data privacy and security information is provided

A Data Security and Privacy session will be provided prior to each District Data
Coordinator meeting in September as an overview of topics related to NY Education
Law 2-d, additional laws and regulations, best practices and online services. A






website of information can be found at nysdsp.org.






Objective 6: Support the initiative for Computer Based Testing (CBT)

Goal/Activities Needed to | Timeline/Start | Criteria/Evidence

accomplish objective

End

Completion

of Progress

Completion Criteria/Evidence of Progress

6.1 Communicate current NYS
requirements regarding CBT

July 1, 2015-
June 30, 2018

Reported by

All Service Teams

Districts are provided appropriate information to successfully implement
Computer Based Testing (CBT).

6.2 Provide security within
endpoint management

July 1, 2015 -
June 30, 2018

TS LAN
Lifecycle

Solutions are in place that provides security for Computer Based Testing within
the WNYRIC Network. along with utilizing endpoint management tools.

6.3 Support CBT vendor
solutions

July 1, 2015 -
June 30, 2018

Student Data
Warehouse and
Instruction Teams

Vendor provided solutions have been implemented to support CBT in school
districts both locally and at a state level.

6.4 Implement adequate and
redundant infrastructure in
the school districts

July 1, 2015 -
June 30, 2018

Infrastructure and
Operations

Effective infrastructure at the districts is in place for CBT.

6.5 Investigate/research/assist
districts with readiness for
online assessment use through
planning for technology and
providing technical expertise
and best practices as needed

July 1, 2015 -
June 30, 2018

All service teams

Districts are assisted with readiness for CBT or emerging online assessments.

6.6 Enhance communication
methods to school district
customers to inform efficiently
and effectively

July 1, 2015 -
June 30, 2018

All service teams

Efficient and effective communication methods are in place and proven effective
through customer feedback.






Objective 7: Continue to enhance existing management/administrative services with updated functionality and new product

offerings

Goal/Activities Needed to | Timeline/Start | Criteria/Evidence

accomplish objective

End

Completion

of Progress
Reported by

Completion Criteria/Evidence of Progress

7.1 Implement and support
solutions to meet the needs of
school business and Human
Resources and Administrative
operations and ensure
compliance with Education
Law 2d

July 1, 2015 -
June 30, 2018

Finance Service

Solutions for Financial, HR and Administrative Services are implemented and
supported. New and existing contracts have incorporated the data and privacy
information provided in Education Law 2d as well as the Erie 1 BOCES Parent
Bill of Rights, as necessary

Financial / HR teams have been working with software vendors on what data is
needed to be in the financial systems to be able to produce the 1095 forms for the
Affordable Care Act (ACA) reporting requirements.

Financial Team is also investigating software that could assist the districts in
tracking for the ACA.

7.2 Implement and support Student Solutions for student related data needs are implemented and supported. New
solutions for the effective Management and existing contracts have incorporated the data and privacy information
management of information July 1, 2015 Services provided in Education Law 2d as well as the Erie 1 BOCES Parent Bill of Rights,
about students and ensure ' as necessary.

. . . June 30, 2018 o L .
compliance with Education A process is in place to have districts sign off for each new automated data extracts,
Law 2d as well as for any new vendors. Districts will authorize on an annual basis. Vendors

are agreeing to Data Security and Privacy contract language.

7.3 Implement and support Email and Web New and enhanced solutions are implemented and supported.
solutions for an expanded July 1, 2015 - Services An entry level website service is now available to districts, supported by the

website service

June 30, 2018

SchoolWires service team. This will be mainly attractive to small school districts due
to less robust functionality and lower costs.

7.4 Provide enhanced services
in response to emerging
customer needs

July 1, 2015-
June 30, 2018

All Service Teams

Financial / HR Team has converted one more district to nVision and are looking to
move forward with converting up to 10 districts this fiscal year.

Investigating offering a web-based Visitor Management System that provides an
effective way to help schools keep unwanted visitors out while tracking those visitors
that they allow into the districts buildings.

7.5 Enhance communication
methods to inform
constituencies efficiently and
effectively

July 1, 2015 -
June 30, 2018

Efficient and effective communication methods are in place and proven effective
through customer feedback.

Financial/ HR Teams are conducting Webinars as well as providing detailed
documentation on how to produce the Staff Tenure and Staff Assignment exports
out of the financial software to upload to Level 0.

Financial/ HR & Administrative teams are preparing for their Fall User Group
Meetings, which will be held as live and webinar sessions to accommodate the






districts’ busy schedules.

7.6 Incorporate data privacy
and security information into
service delivery

July 1, 2015 -
June 30, 2018

Data privacy and security information is provided

Fall user group meetings will include information regarding review of access to
applications, as well as, secure data transfers.







State Wide Shared Objectives

The BOCES Regional Information Centers (RICs) in New York State have identified the
following mission statement and shared goals. These goals will be collaboratively achieved by
all RICs.

“We are a collaborative of BOCES Regional Information Centers providing leadership and
efficient, effective technology solutions for the purpose of supporting management, learning and
student achievement.”

State Technology Leadership

Work in conjunction with members of the State Education Department in order to
enhance state, regional and local technology plans and related processes.

o Technology Survey due October 16, assisting districts with process as needed
Provide assistance to the Smart Schools Review Board and New York State school
districts, as the state implements the Smart Schools Bond Act.

0 Listsev has been created. WNYRIC has a service to assist schools.

Continue to partner with NYSED in order to provide districts with support related to
computer-based testing initiatives.

Analyze service challenges and opportunities associated with transitioning to next-
generation K-12 assessments.

As 94% of school buildings participating in RIC supported networks have broadband
capacity of 100 MB or higher, explore opportunities to expand regional networks in order
to support other agencies’, such as public libraries, efforts to provide comparable
services.

o WNYRIC is working with the Chautauqua County Library System, 2 libraries are

on the network as a pilot. Next steps to be discussed.

State Data Leadership

Monitor, enhance and expand the RICs” Common Data Views Initiative. The Common
Data Views Initiative provides educators, across the state, with access to a common data
analysis package that can be leveraged to support discussions related to effective teaching
strategies.
o Common Data Views for 3 — 8 ELA and Math assessments are available for 2014-
2015 school year.
o Common Data Views for Regents Assessments are in test. WNYRIC reports are
available now.
Develop a long term strategic plan related to data analysis dashboard services.
0 WNYRIC is taking the lead in a statewide committee effort. Committee to be
formed late September.
Continue to assist NYSED in communicating important information related to NYS data,
assessment, and accountability initiatives.
o District Data Coordinator meetings are scheduled for the 2015-2016 year.
Monitor, expand and refine the data integration, federation, and security state initiatives
that were implemented during the 2014-2015 school year.





High-Quality, Cost-Effective Services
e Continue to form service partnerships and encourage specialization around products and
services, as appropriate.
e Continue to offer a collaborative catalog of technology integration professional
development offerings, at no cost, to districts participating in their local Regional
Information Center’s Model Schools Service.

Leveraging Economies of Scale
e Continue to work collaboratively on bids, RFPs and contracts that address statewide
needs.
0 STEAM RFP awarded 9/9/15 Contracts to follow: iDesign, Dreambox,
A+Educators, C8 Sciences, Brian Hurricane, eSpark, Ten Marks, Answer Pad,
Teq, Blue Ribbon






Google Cloud Process Step Diagram
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Office 365 Cloud Process Step Diagram
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Smart Schools

Western New York Regional
Information Center

NYSED Approval
Letter Required
~4NYSED
Investment Plan
Rca i
E Important Note: The Smart Schools
N B Investment Plan (SSIP) and NYSED
Instructional Technology Survey are two

3 Smart separate, unique tools. If a district is

Investment Plan purchasing technology as part of the Smart
O e — Schools Program, the plans should align and
the SSIP should reference the district’s
Instructional Technology Survey.

Western New York Regional Information Center
355 Harlem Rd, West Seneca, NY 14224

Michelle Okal-Frink, Associate Director -
(716) 821-7200





Smart Schools Sub-Allocations by
Category

D ‘0/3?\ D
School Connectivity Classroom

Connectivity Projects for Technology
Communities

Replace Pre- High-Tech
Transportable Kindergarten Security
Classrooms Classrooms Features






Smart Schools

Investment Plan
Process (SSIP) —
Checklist

Complete NYSED Instructional Technology Survey

Submit to WNYRIC for Review and Certification

Submit to NYSED after Certified by the RIC (Due October 16, 2015)
Receive Approval Letter from NYSED - Needed for SSIP submission

0
0
0
0
0

Post NYSED Tech Survey or Comprehensive Technology Plan on
District Website

O

Develop Draft Smart Schools Investment Plan — BOE Approval

O

Post SSIP Plan on District Website (30 days prior to public hearing) —

District postal address for written response listed on website

O

Provide Notice to Public Regarding Hearing Date - 2 weeks prior to
hearing — through local media and district website

Host Public Hearing (this can be part of a normal BOE meeting)
Receive Community Feedback

Revise and Finalize SSIP Based on Feedback

O 0O 00

Receive Approval from District Board of Education
[J Note: If the SSIP needs to go through the Office of Facilities Planning, the
Preliminary Review must be done before submission of the SSIP through the

Portal as a project number will need to be provided.

Submit Plan through SSIP Portal within SEDDAS Business Portal
Receive Approval from Smart Schools Review Board

Receive Approval from Appropriate NYSED Offices as Needed
Post SSIP Plan to District Website

Begin Purchase and Implementation Plan

OO 000

[1 Note: Reimbursement Model: It may take 60-90 days for the district to receive

monies after submitting for reimbursement.

1 Resubmit Additional Investment Plans for Approval as Needed

*Please note that these processes may change pending the release of further guidance.





WNYRIC Resources

Regularly Posted Planning Resources

Awareness Sessions — Oct 5" & Ongoing

List Serv & Website - http://wnysmartschools.weebly.com/
Project Coordination

Implementation Conversation — Per Hour as Requested

4
4
4
4
4
4

Future Resources — Smart Schools Review Board

Investment Portal Orientation — Per Hour as Requested

The Smart Schools Review Board is designing a series of webinars to provide
more information to school districts about the program, related requirements,
and processes. Possible topics include:

» Best Practices for Inclusion of Non-Public Schools

» Best Practices for Stakeholder Involvement

» |nvestment Plan Portal Navigation

» Capital and Non-Capital Projects Processes

» Broadband: Federal and State Programs

» Practical Approaches to Connecting Communities

= Eligible Technology Aligned with the Four Focus Areas:
Broadband, Learning Technology, Security, and Pre-Kindergarten
Classrooms

NYSED Website - http://www.p12.nysed.gov/mgtserv/smart_schools/
Email: smartschools@nysed.gov Phone Number: (518) 474-6541

WNYRIC Contacts

Michelle Okal-Frink Jennifer Lilly Jean Rexford Maureen Taylor
Associate Director CSR CSR CSR
mokal@e1b.org jlilly@e1b.org jrexford@e1b.org mtaylor@e1b.org

(716) 821-7200 (716) 923-6511 (716) 923-6515 (716) 821-7447






Technology Survey Tool Update

All initial docs were due July 27th

All districts except 2 have sent in first level submissions. The remaining 2 have stated they will
provide by October 1, 2015

Reviews have gone back to all schools who have submitted to date. Once all edits and changed
are completed successfully, the WNYRIC certifies the plan and sends a certification email to the
district. Once the district receives the certification email the superintendent is allowed to hit the

submit button in the portal for this plan.

Certifications have been sent to some districts that have completed the survey and finished all
revisions.

SED will pull and review random plans. SED will send approval letters to superintendents via
email or US mail. This may take a few weeks after the certification and submission through the
portal.

ALL districts are required to submit a certified plan in the portal by October 16th. If a certified
plan is not submitted by this date, it still can be submitted after the fact but the approval may be
delayed for weeks or months since NYSED will prioritize the plans submitted by the due date.

The plans that are due June 30, 2016 are being discussed Sept 24th at SED and the deadlines
for that submission will be coming out soon as well.

If you have additional questions, please send them to techplans@elb.org
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WNYRIC Advisory Council Agenda
September 24, 2015
12:00 pm to 2:30 pm
Erie 1 BOCES 355 Harlem Road, West Seneca Room A2

DL Sites for those that cannot attend face to face:
Erie 1 BOCES - A2 at Education Campus — 355 Harlem Road, West Seneca
Erie 2 BOCES - LoGuidice Room 1 — 9520 Fredonia Stockton Road, Fredonia
CA BOCES - Olean Center DL Room — 1825 Windfall Road , Olean
ON BOCES - DL Room at Tech Center — 4124 Saunders Settlement Road, Sanborn
GST BOCES - Hornell HS DL Room -134 Seneca Road, Hornell

Lunch: 12:00 to 12:30
Lunch will be provided

Administrative Items: 12:30 — 1:00
Call to order — Greg Wouytila, Chair
Roll call — Chair & Barb Mocarski
Changes in Membership - Chair
Minutes — May 29, 2015 — approval needed — Chair
Today’s Agenda approval needed — Chair

Presentation: 1:00 — 1:30
Cyber Insurance presented by Greg Hawk & Brett Carruthers from Wright Insurance Company

Reoccurring Topics:
1. Data Privacy
1. Erie 1 BOCES Cyber Insurance Policy discussion — 30 minutes — Jim Freglette,
2. Liabilities under coverage — Greg Hawk
3. Best Practices and Risks — Ron Ternowski
4. Security Risks
1. XP Machine
2. 2003 Servers
5. Update: Data Privacy and Security Initiative Grant resources — Rosanne Huffcut
6. Roundtable Discussion questions and concerns from districts.

Broadband and Effectiveness of Network —

1. Update —Time Warner Build and Transition Implementation — Ron Ternowski

2. Update — DR outages preparedness — Ron Ternowski

3. Update — Other Regional Efforts regarding Broadband to homes and community

4. Previous talking points questions for table discussions (page 5) - Sharing of information or questions from
constituency groups

Smart Schools Bond Act Updates — Carol Barber

1. Update - WNYRIC Guidance document

2. Previous talking points questions for table discussions (page 4) - Sharing of information or questions from
constituency groups

Education Law 2D

1. Update — No updates at this time

2. Previous talking points questions for table discussions (page 4) - Sharing of information or questions from
constituency groups






5. Technology Survey Tool - Carol Barber
Update: Certification of Plan/Timelines

The Model Schools Facilitators in your region are as follows:
¢ Rick Weinberg and Lauren Stuff - CA
e Theresa Gray and Marcy Sweetman - ERIE 2
e  Sean Christopher and Rob Miller - ERIE 1 & ON BOCES
e Linda Perry & Matt Middlebrook - GST

New Business:
2015 - 2016 Highlights 793 Plan— Associate Directors
2015- 2016 Statewide RIC Goals update — Rosanne Huffcut
Standards Minutes and Resolutions — Jan Mathis — action needed

Informational updates:
1. Trending Services
a. Cloud environment
b. Data Integration
2. Awarded RFP

Items from the floor:
Round Table from each region — share any needs/concerns
Next meeting dates— DL information will be sent prior to meeting
December 17, 2015 — 2:00 — 3:30 p.m.
March 17, 2016 — 2:00 — 3:30 p.m.
May 27, 2016 — 2:00 — 3:30 p.m.

Up Coming Events:
Tech Fest — September 30, 2015

WNYRIC Service Presentations:

CA - Thursday, December 3, 2015

Erie 1 — Wednesday, December 9, 2015
Erie 2 — Friday, December 18, 2015
GST - Thursday, December 3, 2015
ON — Wednesday, December 16, 2015

Digital Wave — May 9, 2016






Talking points for Advisory Members to use to facilitate sharing of information with constituency groups:

Topic 1 Talking points: Smart Schools Bond Act

1.
2.

Our guidance page - http://wnysmartschools.weebly.com/
SED's webpage - http://www.p12.nysed.gov/mgtserv/smart_schools/

Possible Question(s) for constituency groups:

1.

Have districts thought about the infrastructure, professional development and technical support needed for deployment
of new devices and sustainability?
What creative methods are districts using to pay the upfront cost for the SSBA purchases?
How are districts involving stakeholders?
What processes are you going to put into place to coordinate the needs assessment, planning and acquisition of things?
How are you going to balance BOCES aid, Erate and Smart Schools money?

Do districts need assistance understanding the process of SSBA?

TOpIC 2 Talking points: Education Law 2d

Education Law 2-d affects data security and privacy for student and educators.

Erie 1 Policy Services has sent out updates and samples to policy subscribing districts.

Office of Test Security will house Chief Privacy Officer at NYSED when hired. Position is posted for CPO presently.
Many decisions and guidance rest on the involvement of this individual.

All contracts now have the appropriate Ed Law 2-d language as of July 1, 2015

Possible Question(s) for constituency groups:
What contracts do you have other than the ones that the WNYRIC or your local BOCES have on your behalf?
Have you had any concerns, questions or comments from your Parent’s Bill of Rights posted on your website?

1.
2.

Topic 3 Talking points: The Modernization of E-rate beginning in FY 2015-16:

The goal of the E-rate Modernization program is to improve the speed and capacity of school district's networks to
create ubiquitous computing in all classrooms.

The annual E-rate cap has been increased by $1.5 billion, extending the former $2.4 billion cap to almost $4 billion.
All schools will have a budget for Category 2 services - Internal networking - based on $150 per student - to be used
over the next 5 years. All districts should plan to upgrade their networks, and apply for E-rate discounts each year
until their networking funds have been expended.

Voice services will be phased out of the E-rate program for all school districts over the next three and four years. All
schools districts will have to budget for the loss of these E-rate discounts.

Broadband and Internet through the WNYRIC are secure and will not be altered.

Possible Question(s) for constituency groups:

1.

Have we completed the Forms 470 and 471 and returned them to Erie 1 BOCES to prepare for the district's E-rate
application for Funding Year 2015-167?

Are we aware of the new E-rate funding available for networking in Funding Year 2015-167?

Have we evaluated the networking in our buildings recently? Are upgrades necessary?

Is the WiFi in our school sufficient for streaming video and mobile devises for 20 or more students? Has a Wireless Site
Survey been completed to verify? Are upgrades necessary?

Have we budgeted for upgrades that will take advantage of the E-rate discounts over the allowable 5 year period
beginning in Funding Year 2015-16?




http://wnysmartschools.weebly.com/

http://www.p12.nysed.gov/mgtserv/smart_schools/



Topic 4 Talking points: Broadband and Network effectiveness

Contract is still being negotiated at this time. Details will be shared as soon as negotiations have been finalized.
The new Time Warner Service Level Agreement has been distributed to individuals involved in the RFP process for
their review and any questions were to be forwarded to the WNYRIC for clarification.

Discussions on new equipment and tentative timelines have been discussed and are waiting on final contract
negotiations.

Possible Question(s) for constituency groups:

Have districts evaluated the networking in their buildings recently? Are upgrades necessary?

Have Districts analyzed their Internet traffic to assist in determining what the normal level of traffic is during the
school day?

If approaching 1GB throughput on a daily basis, has the District begun conversations with their WAN Senior on
developing a plan to upgrade their infrastructure to address the growth in usage?

Have Districts insured that all of their devices are updated and free of viruses/malware, etc. to insure that all network
traffic is valid traffic?

Have Districts made their technical support teams aware of any planned or new instructional goals and methods that
may increase bandwidth usage? i.e. streaming more video as a learning tool, using more web based applications for
instruction, Minecraft, gaming type classes, etc..

Topic 5 Talking Points: PARCC Field Testing, WNY 2014

PARCC field tests were administered in 75 NYS school districts to 25,000 students: NYC's sample accounted for 45% of the
group, WNY's was by far the next largest sample accounting for 24% of the test pool (in 23 different LEAs).

WNYRIC and the local BOCES provided extensive assistance to schools to submit student data uploads to Pearson/PARCC
and to prepare infrastructure and personnel to support online testing.

Overall, most students (65%) reported that they would prefer to take assessments on computers, but that varied as to
their grade levels. Only 41% of high school students preferred computer-based testing and of those who were
administered a high school math exam, the number dropped to 31%.

Student survey results have been made available to the BOCES showing the students' responses to questions about the
testing process.

Possible Questions for constituency groups:

How prepared for computer-based testing are the schools that did NOT participate in the PARCC field tests?

How can schools prepare students (especially mathematics students) to comfortably use computer-based tools to solve
problems and report their responses?

What, if any, transformation is taking place in pk-12 school curricula to infuse digital tools for daily instruction in
addition to standard instructional methods.
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